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Abstract—In networked video applications, to protect the
multimedia content after decryption, digital fingerprinting
can be used to trace the illegal redistribution of multi-
media by uniquely labelling each distributed copy. It is
crucial to efficiently distribute the uniquely fingerprinted
copies without disclosing the secrecy of the embedded fin-
gerprints. This paper investigates the bandwidth efficient
transmission of fingerprinted video. To reduce the com-
munication cost, we explore the special structure of the
fingerprint design and propose a joint fingerprint design
and distribution scheme, where some fingerprinted coeffi-
cients that are shared by a subgroup of users are securely
multicasted to them. From the simulations, the proposed
scheme reduces the bandwidth requirement by 61% to 87%,
depending on the number of users and the characteristics
of video sequences.

I. INTRODUCTION

With the popularity of distributing and sharing digital
multimedia through Internet, insuring that the multime-
dia content is used by authorized people for authorized
purposes has become critical. Digital fingerprinting em-
beds identification information in each distributed copy
and can be used to track the distribution of the con-
tent. Bandwidth efficient distribution of uniquely fin-
gerprinted copies through networks is crucial, especially
for networked video applications where a large amount of
data has to be transmitted to a large number of users.

A trivial solution, the pure unicast scheme, unicasts
each fingerprinted copy and requires a network bandwidth
that is proportional to the number of users. It is inefficient
since fingerprinted copies differ only slightly from each
other. Multicast provides a bandwidth advantage when
distributing the same data to multiple users [1]. How-
ever, traditional multicast technology targets the band-
width efficient distribution of the same data to multiple
users, and it cannot be directly applied to fingerprinting
applications. New distribution schemes for video finger-
printing applications are in urgent demand.

In [2], different fingerprinted copies were forwarded to
different users by trusted routers. In [3], trusted inter-
mediaries inserted their unique IDs in the content before
they forwarded the packets through networks. The finger-
printing system in [4] was vulnerable to collusion attacks
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because of the inefficiency of their fingerprint design. In
[5], the fingerprints were only embedded in the DC coeffi-
cients of I frames, and they had limited robustness against
collusion attacks due to the short length.

To withstand collusion attacks with potentially a large
number of colluders, some prior works studied the design
of collusion resistant fingerprinting systems [6]. The work
in [7] proposed a general fingerprint multicast scheme for
such fingerprinting systems. It explored the character-
istics of the spread spectrum embedding that is widely
used in multimedia fingerprinting [8]. In spread spectrum
embedding, not all coefficients are embeddable due to per-
ceptual constraints, and a non-embeddable coefficient has
the same value in all fingerprinted copies. In [7], the non-
embeddable coefficients were multicasted to all users and
the uniquely fingerprinted coefficients were unicasted to
each user. Their work can be used with most spread spec-
trum embedding based fingerprinting systems.

Based on the work in [7], we further improve the band-
width efficiency by utilizing the structure of the finger-
print design. As an example, in the tree based fingerprint
design [6], some fingerprints are shared by a subgroup of
users, so are some fingerprinted coefficients in the TDMA
based fingerprint modulation. To reduce the communi-
cation cost in distributing these shared fingerprinted co-
efficients, we propose a joint fingerprint design and dis-
tributed scheme that further multicasts these shared fin-
gerprinted coefficients to the users in that subgroup.

The paper is organized as follows. Section IT introduces
the tree based fingerprinting systems. Section III pro-
poses a joint fingerprint design and distribution scheme
that explores the structure of the fingerprint design to
further improve the bandwidth efficiency. Section IV an-
alyzes its performance and shows the simulation results.
Conclusions are drawn in Section V.

II. THE TREE BASED FINGERPRINTING SYSTEMS

A. The Tree Based Fingerprint Design

Observing that some users are more likely to collude
with each other than others due to geographical or social
reasons, a tree based fingerprint design was proposed in
[6] to explore the hierarchical relationship among users.
For simplicity, a symmetric tree structure was used where
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Fig. 1. A fingerprint tree with L = 3, D1 = D = 2 and D3 = 3.

the depth of each leaf node is L and each node at level
I — 1 has the same number of children nodes D;.

Figure 1 shows an example of the fingerprint tree. As-
sume that the content owner takes the geographical distri-
bution of the users into consideration when designing fin-
gerprints. For example, node [1] and [2] in the tree might
represent the United States of America and Canada, re-
spectively; node [1,1] and [1, 2] represent the Florida and
New York states, respectively; and user u¥, u® and
u® are the users in Florida in the United States.

A unique basis fingerprint a*> 7% is generated for each
node [i1, - ,4;] in the tree except the root node and all
the basis fingerprints {a’ %} are independent of each
other. For each user, all the basis fingerprints that are on
the path from its corresponding leaf node to the root node
are assigned to him. For example, in Figure 1, a', al*!
and ab!! are embedded in the fingerprinted copy X
that is distributed to user u).

In the detection process, given the pre-determined
thresholds {h;}£ ,, the detector extracts the fingerprint
Y from the colluded copy generated by the colluders, and
then applies a multi-stage colluder identification process.
— Detection at the first level of the tree: The detec-
tor calculates T =< Y,a’ > /|[a"t|| for iy = 1,---, Dy,
where < X, Y > calculates the correlation between X and
Y and ||a]| is the Euclidean norm of a. The estimated
guilty regions at level 1 are GRy = {[i1] : T" > hq}.

— Detection at level 2 < | < L in the tree:

For each [i1,---,i;—1] € GR;_1, the detector calculates
T -1, — Y7a7;17""il—11il > /Haih“wiz—l,il” for i; =
1,---, Dy, and narrows down the guilty regions to GR; =

{lix, -+ i) < [in, -+ siima] € GRi—y, TR > Iy}
— Colluder identification Finally, the detector outputs
the estimated colluder set
§5 = {u(i) 1= [i1, s ,iL] S GRL}

As an example, assume that user u") and u(® in Figure
1 are the colluders, and they generate a colluded copy V.
In the detection process, at first, all the twelve users are
under suspicion. Then at level 1, the estimated guilty
region is GR; = [1] and the suspicious set is reduced to
user uM to user ul®. At level 2, the guilty regions is
GRy = [1,1] and the detector further narrows down the
suspicious set to user u(®, u® and u®. Finally, at level
3, the detector identifies user u® and u® as colluders.
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Fig. 2. An example of the partitioning of the host signal. L = 3 and
[p1,p2,p3] = [1/4,1/4,1/2]. For every 4 seconds, frames in the 1st
second are in Sp, frames in the 2nd second are in Sg and frames in
the last two seconds are in S3. If the video sequence is long enough,
the number of embeddable coefficients in S; is approximately Nj.

B. The Fingerprint Modulation Schemes

For each user u”, there are two commonly used
schemes to embed the L basis fingerprints {a®~#}L
into the fingerprinted copy X(®: the CDMA based and
the TDMA based fingerprint modulation schemes.

Assume that the host signal S has a total of N em-
beddable coefficients. In the CDMA based fingerprint
modulation, all the basis fingerprints are of the same
length N and equal energy. For user u”, the finger-
printed copy that he receives is X(? = S + W) where
'W(’L) _ \/p_l ai1 + \/p_z ail,ig 4ot \/p_L ai17i2,"-77;L_
{0 < py < 1}, with Zle p;j = 1 are used to control
the energy of the embedded fingerprints at each level in
the fingerprint design [6].

In the TDMA based fingerprint modulation, the
host signal S is divided into L non-overlapping parts
S{,---,Sz such that the number of embeddable coeffi-
cients in S; is N; = py N with Zlel N; = N. An example
of the partitioning of the host signal is shown in Figure 2.
The basis fingerprints {a’t>"»%} at level [ are of length NV;.
For user u?, the fingerprint a’t>" at level [ is embedded
in S;, and the Ith part of X is Xl(z) =S, +ali,

We first compare the bandwidth efficiency of the two
schemes. In the TDMA based fingerprint modulation,
the fingerprints that are embedded in Xl(l)

all the users in the subgroup UG ’il)é{u(j:[jlv'“ﬂ]) :
j1 =11, ,41 = ;}. So the fingerprinted coefficients in

are shared by

Xl(l) are also shared by the users in the same subgroup
and can be multicasted to them. In the CDMA based
fingerprint modulation, all the fingerprinted coefficients
have to be unicasted to each user. Therefore, the TDMA
based fingerprint modulation is more bandwidth efficient.

We then compare the robustness of the two schemes
under collusion attacks. In the TDMA based fingerprint
modulation, the fingerprints at level [ are only embedded
in S;, and there is a specific attack against the TDMA
based modulation, the interleaving based collusion attack.
Take the interleaving based collusion attack shown in Fig-
ure 3 as an example, at the first stage of the detection, the
detector outputs GR; = [2] and fails to detect al since it
isnot in V. At the second stage, the detector tests the ex-
istence of a>! and a?? in V and finds out that neither are
guilty. To continue the detection process, it has to check
the existence of each of the four fingerprints {a’%2} in
V. This detection process is equivalent to the detection
of independent fingerprints, and its performance is worse
than that of the CDMA based fingerprint modulation [6].
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Fig. 3. An example of the interleaving based collusion attack
against the TDMA based fingerprint modulation. u(®), u(2) u®)
and u(?) are the colluders, and they generate the colluded copy

V =V, UVyUVs, where Vi = X7 =8, +a2 vV, =XV =
S +al? and Vi = (X{ + X{?)/2 = S5 + (al 1! + al:1:2) /2.

To conclude, the TDMA based fingerprint modulation
improves the bandwidth efficiency of the distribution sys-
tem at the cost of the robustness against collusion attacks.

III. THE JOINT FINGERPRINT DESIGN AND
DISTRIBUTION SCHEME

In the joint fingerprint design and distribution scheme,
the content owner first applies the tree based fingerprint
design [6]. Then, he embeds the fingerprints using the
joint TDMA and CDMA fingerprint modulation scheme
that will be discussed in Section III-A. Finally, he dis-
tributes the fingerprinted copies using the distribution
scheme that is proposed in Section III-B.

A. The Joint TDMA and CDMA Fingerprint Modulation

For user u(”, we assume that Wl(i) is the fingerprint
that is embedded in S;, and the [th part of the finger-
printed copy is Xl(’) =S, + Wl(l). Define Ej; as the
energy of the kth level fingerprint a’*>*# that is embed-
ded in Xl(l), and Elé 2521 E}.; is the energy of Wl(z). We
further define a matrix P whose element at row k& and col-
umn ! is py; = Ey;/E;, and it is the ratio of the energy

of the kth level fingerprint a’* > embedded in Xl(i) over

the energy of Wl(z).

We propose a joint TDMA and CDMA fingerprint mod-
ulation scheme, whose P matrix is an upper triangu-
lar matrix. To achieve the bandwidth efficiency, we let
pry = 0 for & > [.  Therefore, Xl(l) is only embed-
ded with fingerprints at level £k < [ and is shared by
users in U4 To achieve the robustness, we choose
0 < pi,; <1 for k <[. Take the interleaving based collu-
sion attack in Figure 3 as an example, in the joint TDMA
and CDMA fingerprint modulation, although a® is not
in V1, it can still be detected from V5 and V3. Conse-
quently, the detector can apply the multi-stage detection
and narrow down the guilty regions step by step, the same
as in the CDMA based fingerprint modulation.

At level 1, p1; = 1. At level 2 < [ < L, given
pii, we seek {pri}r<i to satisfy Eq, Es,
E_1;=p1:p2: - ,pi—1. We can show that p,; =
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o (L—pig)/(pr 4+ p—1) for 1 <k <l<L,and

L 1—p22 (I=prr) 5,
_ P2
pJoint _ . p2.,2 (1 pL,.L) 1-p1, (1)
0 0 pL,L

Given {p;;}/~, and P s, as in (1), with the energy
constraints on the embedded fingerprints at different lev-
els in the tree [6], we seek Ny, Na,--- , Ny, to satisfy

Joint T
P [Ny N |” = N[m
under the constraint that Zlel N;=Nand 0 < N; < N.
Detailed derivation of the solution to (2) is in [9)].

In the joint TDMA and CDMA fingerprint modulation
scheme, given P7°" as in (1) and {N}} satisfying (2), for
each fingerprint a’t>" % at level [, a’t it = alil"" My..U

V1,0,

(AL i1, 0 L
a} , where a;';""" is of length Ny and {a; o

are independent of each other. For user u(*=li1--iz]),

WO = w( gwire) g g wiliie),

where Wl(il’m ) \/]T,lafl 4+ leaflv“' K7 (3)

The fingerprinted copy that he receives is
X0 — g +W(z) _ Xgn) ngu,zz) U-.. UX(L“’“' ,zL)’ (4)

where Xl(il’"' A S, + Wl(ih"- i)

B. The Proposed Fingerprint Distribution Scheme

In the joint fingerprint design and distribution scheme,
given the fingerprinted copy {X®} as in (4), Xl(il"" /i)
is shared by a subgroup of users Ul(“’"' i), Therefore,
the distribution scheme can not only multicast those non-
embeddable coefficients to all users, it can also multicast
the fingerprinted coefficients in Xl(“’m ) o users in that
subgroup. We use the same encryption method as that in
the general fingerprint multicast [7] to protect both the
video content and the fingerprinted coeflicients.

Figure 4 shows the MPEG-2 based joint fingerprint de-

sign and distribution scheme for video on demand ap-
plications where the video is stored in the compressed
format. Assume that K™ is a key that is shared by all
users, K (1+1) ig a key shared by a subgroup of users
Ul and K@ is user u(?’s private key. The key
steps in the fingerprint embedding and distribution pro-
cess at the server’s side are as follows.
o For each user u”, its fingerprint is generated as in (3).
e The compressed bit stream is split into two parts: the
first one includes motion vectors and other side informa-
tion and is not altered, and the second one contains the
coded DCT coefficients and is variable length decoded.
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Fig. 4. The MPEG-2 based joint fingerprint design and distribution
scheme for video on demand applications. Top: the fingerprint em-
bedding and distribution process at the server’s side, bottom: the
decoding process at the user’s side.

e Only the values of the DCT coefficients are modified,
and the first part of the compressed bit stream is intact.
For each DCT coefficient, if it is not embeddable, it is vari-
able length coded with other non-embeddable DCT coeffi-
cients. Otherwise, first, it is inversely quantized. If it be-
longs to S;, for each subgroup U(1-+4)  the correspond-
ing fingerprint component in Wl(l1 711 is embedded using
spread spectrum embedding [8], and the resulting finger-
printed coeflicients is quantized and variable length coded
with other fingerprinted coefficients in Xl(“’"' i)

e The coded non-embeddable DCT coefficients are en-
crypted with key K™ and multicasted to all users, to-
gether with the positions of the embeddable coefficients
in the 8 x 8 DCT blocks, motion vectors and other shared
information. For 1 <[ < L, the coded fingerprinted co-
efficients in Xl(“’""“) are encrypted with key I (1)
and multicasted to the users in the subgroup UG i),
The coded fingerprinted coefficients in X%) are encrypted
with user u(?’s private key and unicasted to him.

At the user’s side, after decrypting, variable length de-
coding and inversely quantizing both the unicasted bit
stream and the multicasted bit streams, the decoder puts
each reconstructed DCT coefficient in its original position
in the DCT block. Then, it applies IDCT and motion
compensation to reconstruct each frame.

For live applications where the video is compressed and
transmitted at the same time, the joint fingerprint design
and distribution scheme is similar and not repeated here.

Note that in Figure 4, the video encoder and the de-
coder use the reconstructed unfingerprinted and finger-
printed copies respectively as references for motion com-
pensation. The difference, which is the embedded finger-
print, will propagate to the next frame, and fingerprints
from different frames will accumulate. To address this
fingerprint drift issue, we adopt the fingerprint drift com-
pensation scheme in [7] to improve the perceptual quality
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of the reconstructed frames at the decoder’s side without
extra communication overhead.

IV. PERFORMANCE ANALYSIS AND SIMULATION
REsuULTS

To measure the robustness against collusion attacks, we
adopt the commonly used criteria in the literature as an
example: the probability of capturing at least one colluder
and the probability of accusing at least one innocent user
[6]. We show in [9] that under the constraint that each
colluder is equally likely to be detected, the CDMA based
and the joint TDMA and CDMA fingerprint modulation
schemes have similar performance.

To analyze the bandwidth efficiency, we compare the
communication cost of the proposed scheme with that of
the pure unicast scheme. To be consistent with general
Internet routing, we use the hop-based link usage to mea-
sure the communication cost and set the cost of all edges
the same. For a total of M users, it was shown in [1] that
for real networks in Internet, C,,/C, ~ M%7 where C,,
is the communication cost using multicast and C,, is the
average communication cost per user using unicast.

We assume that in the pure unicast scheme, differ-
ent bit streams that are unicasted to different users
have approximately the same size LenP*. In the joint
fingerprint design and distribution scheme, we assume
that the bit stream that is multicasted to all users is

of length Len/”l.. For any two nodes [i1,---,ij] #
[71,- - ,71] at level I in the tree, we further assume

that the bit streams that are transmitted to the users

in Ut and U7t 9t are approximately of the same
joint A Lenjoint +Z 1L:1 Len{oint

length Len; Define O P=="""maulti

Lenpv

N . . .
UR = (Zle Len{omt> / (Lenfqg;?fi + Zlel Len{omt).

Assume that the overall communication cost of the pure

unicast scheme is CP* and that of the joint fingerprint

design and distribution scheme is C7°"*, The commu-

L L it D Ao
nication cost ratio is defined as y7°"t=CJont /OPY, The
smaller the 47°"t the more efficient the proposed scheme.

and

Define Mlé H{;L:Hl D,,. We can show that
ot CP-(1-UR) M "%+
L—1
Nl —0.3 NL
CP-UR- — M — 5
N ! + N ) ( )

=1

and detailed derivation is available in [9].

To analyze the computation cost, we define MG as the
total number of multicast groups that the server and the
underlying network have to support, and define RL as the
maximum number of channels that a receiver has to lis-
ten to at any time. In the pure unicast scheme, MG =0
and RL = 1. In the general fingerprint multicast scheme,
MG =1 and RL = 2. In the joint fingerprint design and
distribution scheme, the server has to set up a multicast
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TABLE 1

THE SIMULATION RESULTS ON THE COMMUNICATION COST RATIOS. D = [D1,--+,Dr], p=[p1,--,pr]. M IS THE NUMBER OF USERS. ALL
SEQUENCES ARE ENCODED AT BIT RATE R = 1.3bpp, p2,2 = --- =pr,;, = 0.95 IN (1).

MG | RB miss am | carphone | flower
M =1000, L =3, General Fingerprint Multicast 1 2 0.23 0.41 0.52
D =[2,5,100], Scheme
p=11/4,1/4,1/2] Joint Fingerprint Design and 13 4 0.20 0.31 0.39
B Distribution Scheme
M = 5000, I = 4, General Fingerprint Multicast 1 2 0.18 0.35 0.46
D =[2,5,5,100] Scheme
- [1/76 71/76 1/é 1/2] Joint Fingerprint Design and 65 5 0.14 0.25 0.32
L= P Distribution Scheme
M = 10000, L = 4, General Fingerprint Multicast 1 2 0.16 0.34 0.43
D =[4,5,5,100] Scheme
= [1/’6 71/’6 1/(’) 1/2] Joint Fingerprint Design and | 125 5 0.13 0.23 0.30
L= ’ ’ ’ Distribution Scheme

group for each subgroup of users represented by a node in
the upper L—1 levels. Therefore, for a tree of depth L and
degrees [Dy1, Do, - ,Dr], MG =1+ 25;11 (ITr—, D)
and RL = L+ 1. The joint fingerprint design and dis-
tribution scheme improves the bandwidth efficiency by
increasing the computation complexity of the system.

In the simulations, we choose three representative se-
quences: “miss am” with large smooth regions, “car-
phone” that is moderately complicated and “flower” that
has large high frequency coefficients. Listed in Table I
are the simulation results on the communication cost ra-
tios of the general fingerprint multicast scheme and that
of the joint fingerprint design and distribution scheme.
We consider three cases where the numbers of users M
are 1000, 5000 and 10000 respectively. From the simula-
tion results, compared with the pure unicast scheme, the
joint fingerprint design and distribution scheme reduces
the communication cost by 61% to 87%, depending on
the number of users and the characteristics of sequences.

The performance of the joint fingerprint design and
distribution scheme improves as the number of users in-
creases. Also, the performance of the proposed scheme
depends on the characteristics of the sequences. For se-
quences with large smooth regions, fewer coefficients are
embeddable, and more DCT coefficients can be multicas-
ted to all users. So the proposed scheme is more effi-
cient. For sequences with large energy in the high fre-
quency band, more DCT coefficients are embeddable, and
the proposed scheme is less efficient.

Compared with the general fingerprint multicast
scheme, the joint fingerprint design and distribution
scheme further improves the bandwidth efficiency by only
a small percentage for sequences with fewer embeddable
coefficients, e.g., “miss am”. Note that for those se-
quences, the general fingerprint multicast scheme has al-
ready reduced the communication cost by a large amount.
Therefore, the general fingerprint multicast scheme is rec-
ommended for sequences with fewer embeddable coeffi-
cients to reduce the bandwidth requirement at a low com-
putation cost. The joint fingerprint design and distribu-
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tion scheme is preferred on sequences with more embed-
dable coefficients to further improve the bandwidth effi-
ciency under network and computation constraints.

V. CONCLUSIONS

In this paper, we have proposed the joint fingerprint
design and distribution scheme that utilizes the structure
of the fingerprint design to improve the bandwidth effi-
ciency. Compared with the pure unicast scheme, the pro-
posed scheme reduces the bandwidth requirement by 61%
to 87%, depending on the number of users and the char-
acteristics of sequences. The joint fingerprint design and
distribution scheme improves the bandwidth efficiency by
increasing the complexity of the underlying networks and
that of the senders and the receivers. It is recommended
for sequences with a large number of embeddable coeffi-
cients. The general fingerprint multicast scheme is favored
for sequences with fewer embeddable coefficients.
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