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ABSTRACT
In this work, we show the existence of human radio biometrics and present a human identiﬁcation system that can discriminate individuals even through the walls in a non-lineof-sight condition. Using commodity WiFi devices, the proposed system captures the channel state information (CSI)
and extracts human radio biometric information from WiFi
signals using time-reversal (TR) technique. By leveraging
the fact that broadband wireless CSI has signiﬁcant number
of multipaths, which can be altered by human body interferences, the proposed system can recognize individuals in the
TR domain without line-of-sight path. We built a prototype
of the TR human identiﬁcation system using standard WiFi
chipsets with 3 × 3 MIMO transmission. The performance of
the proposed system is evaluated and validated through multiple experiments. In general, the TR human identiﬁcation
system achieves an accuracy of 98.78% for identifying about
a dozen of individuals using a single transmitter and receiver
pair.
Index Terms— Human radio biometrics; time-reversal
(TR); through-the-wall human identiﬁcation; radio shot;
broadband wireless.
1. INTRODUCTION
Nowadays, the capability of performing reliable human identiﬁcation and recognition has become a crucial requirement in
many applications, such as forensics, airport custom check,
and bank securities. Biometric recognition refers to the automated recognition of individuals based on their human biological and behavioral characteristics [1]. The well-known
biometrics for human recognition include ﬁngerprint, face,
iris, and voice. Since biometrics are inherent and distinctive
to an individual, biometric traits are widely used in surveillance systems for human identiﬁcation. All existing solutions
require either special sensors to extract biometric traits, or
a line-of-sight (LOS) path between the human and sensors,
such as the photo shots and the retina scanning.
In contrast, in this paper, we focus on recognizing human individuals through the walls using WiFi signals with-

,(((

out carrying or deploying special sensors. Because human
body acts as an interference in the indoor environment [2] and
different body tissues have distinct reﬂectivities, permittivities and conductivities, WiFi signals will be affected differently when propagating to different individuals. The humanaffected wireless signal with attenuation and alteration, which
contains the unique identity information, is deﬁned as human
radio biometrics. To the best of our knowledge, this is the ﬁrst
effort to show and verify the existence of human radio biometrics, which can be found embedding in the wireless channel state information (CSI). Moreover, we propose a human
recognition system that extracts the radio biometrics as features from the CSI for differentiating between people through
the wall. The process for extracting human radio biometrics
from WiFi signals is called radio shot.
To achieve this goal, we utilize the time-reversal (TR)
technique to capture the differences between human radio
biometrics and to reduce the dimension of features. TR
technique takes advantage of the multipath propagation to
produce a spatial-temporal resonance effect. A typical TR
wireless communication system is shown in Figure 1 [3].
Suppose the transceiver A gets an estimated multipath CSI,
h(t), for the channel between A and B, the corresponding TR
signature is obtained as g(t) = h∗ (−t). As the transceiver
A transmits back g(t) over the air, a spatial-temporal resonance is produced at transceiver B. The TR spatial-temporal
resonance is generated by fully collecting the energy of the
multipath channel and concentrating into a particular location. In physics, the spatial-temporal resonance is the result of
a resonance of electromagnetic (EM) ﬁeld in response to the
environment, which can be used for capturing the difference
in the multipath CSI.
TR was originally investigated in the phase compensation
over telephone line [4] and was later extended to the acoustics [5] and the EM ﬁeld [6]. The ability of TR technique in
secured communication has been widely studied [3, 7,8]. Additionally, a novel TR-based indoor localization approach was
ﬁrst proposed in [9], by mapping the physical location to the
unique location-speciﬁc spatial-temporal resonance. ZhungHan et al. built a prototype and implemented the system under
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dividuals through the wall.
Mathematically, with the presence of human body the indoor CSI (a.k.a. Channel frequency response, CFR) in the
mth link can be modeled as the sum of the common CSI component and the human affected component:
(m)

hi
Fig. 1: TR-based wireless transmission.
a 125-MHz bandwidth, achieving a centimeter accuracy even
with a single AP working in non-line-of-sight (NLOS) environments. Recently, in [10], a TR indoor locationing system
on a WiFi platform was proposed and built, which utilizes the
location-speciﬁc ﬁngerprints generated by concatenating the
CSI with a total equivalent bandwidth of 1 GHz. The accuracy can achieve 5 cm in NLOS locationing.
In the recent past, a number of attempts have been made to
detect and recognize indoor human activities through wireless
indoor sensing. Systems have been built to detect indoor human motions based on the variations of CSI [11–13]. Tracking and recording vital signals using wireless signal has been
widely studied [14–16], as well as the recognition of gestures
and small hand motions [17–19]. Recently, by sending a specially designed frequency modulated carrier wave (FMCW)
which sweeps over different carrier frequencies in a total of
1 GHz band, Katabi et al. proposed a new radar-based system to keep track of the different time-of-ﬂights (ToFs) of the
reﬂected signals [20, 21].
In this work, we propose a TR human identiﬁcation system, which is the ﬁrst to identify individuals through the
walls, based on the human radio biometrics with WiFi signals. The system consists of two main algorithmic parts: the
reﬁnement of human radio biometrics and the TR-based identiﬁcation. The system prototype consists of one 3-antenna
transmitter (TX) and one 3-antenna receiver (RX), working
on commodity WiFi chips. Moreover, the system is operated
at carrier frequency 5.845 GHz with 40 MHz bandwidth. To
the best of our knowledge, the proposed system is the ﬁrst
that utilizes commodity WiFi signals for human identiﬁcation. The details of the proposed human identiﬁcation system
is discussed in Section 2. The performance of the proposed
identiﬁcation system is evaluated in Section 3. Our work
demonstrates the potential of using commercial WiFi signals
to capture human radio biometrics for individual identiﬁcations.
2. SYSTEM MODEL
Due to the multipath phenomenon, by sounding the WiFi CSI,
the raw radio biometrics can be obtained, along with other
channel information. The unique human radio biometrics are
sufﬁcient for the proposed system to differentiate between in-

(m)

= h0

(m)

+ n(m) , i = 1, 2, · · · , N,

+ δhi

(1)

where N is the number of individuals to be identiﬁed. The
(m)
multipath proﬁle hi is a collection of all the reﬂected, scattered and direct paths of transmission in the environment.
(m)
hi is a L × 1 complex-valued vector, which denotes the
CSI when the ith individual is inside. L is the number of
(m)
subcarriers, i.e., the length of the CSI. h0 , deﬁned as the
static CSI component, represents the propagation paths generated from the static environment in the absence of human
(m)
and n(m) represents the noise in estimating the CSI. δhi is
th
the raw human radio biometric information of the i individual embedding in the CSI of the mth link, i.e., the paths in the
wireless propagation introduced by the ith individual.
At the receiver side, after each channel state sounding, we
can collect a L × M raw CSI matrix for each individual as
(1)

(2)

(M )

Hi = [hi , hi , · · · , hi

], ∀ i,

(2)

and the corresponding human radio biometric information
matrix is as
(1)

(2)

(M )

δHi = [δhi , δhi , · · · , δhi

], ∀ i,

(3)

where M is the number of links between the transmitter and
the receiver. The procedure for collecting the radio biometric
information is called radio shot.
2.1. Time-Reversal Spatial-Temporal Resonance
As discussed in Section 1, the spatial-temporal resonance captures even minor changes in the multipath proﬁles, and it can
be utilized to characterize the similarity between two vectors
of multipath CSI. The strength of TR spatial-temporal resonance in frequency domain is deﬁned as follows.
Deﬁnition: The strength of TR spatial-temporal resonance T R(h1 , h2 ) in frequency domain between two CFRs
h1 and h2 is deﬁned as
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max 
h1 [k]g2 [k]ejkφ 
φ

T R(h1 , h2 ) =  
L−1
l=0

k

|h1 [l]|2

 

L−1
l=0

|h2 [l]|2

.

(4)

Here, L is the length of CFR and g2 is the TR signature
of h2 obtained as, g2 [k] = h∗2 [k], k = 0, 1, · · · , L − 1. The
higher the value of T R(h1 , h2 ) is, the more similar h1 and
h2 are.
For two CSI measurement matrices Hi and Hj in a
MIMO transmission, the spatial-temporal resonance strength
between Hi and Hj is deﬁned as the average on the spatialtemporal resonance strengths of all links, T R(Hi , Hj ) =
M
(m)
(m)
1
, hj ).
m=1 T R(hi
M
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2.2. Radio biometrics Reﬁnement Algorithm
However, without a reﬁnement for the radio biometric information, the common feature which is of high energy in the
CSI dominates in the spatial-temporal resonance strength, and
thus the embedded human radio biometric information δH
is small compared with other CSI components in measurement H. The resulting spatial-temporal resonance strength
T R(H, Hi ) may become quite similar among different individuals and thus degrade system’s ability of human identiﬁcation. In this work, we propose postprocessing algorithms
to extract the useful human radio biometric information from
the CSI.
Considering the phase errors, each CSI sample h(m) can
be mathematically modeled as:






h(m) [k] = h(m) [k] exp − j(kφlinear + φini ) ,
(5)
k = 0, 1, · · · , L − 1,
where φlinear denotes the slope of the linear phase offset.
φini is the initial phase offset, and both of them are different among different CSI samples.
To address the phase misalignment among the CSI measurements, for each identiﬁcation task, we align all the other
CSI samples based on the reference, randomly picked in the
training database. To begin with, we ﬁnd the linear phase difference δφlinear between the reference and each CSI sample.
For each link, with any given CSI sample h2 and the reference
h1 , we can have





h1 [k]h∗2 [k] exp jkφ . (6)
δφlinear = argmax
φ

k

After obtaining the difference δφlinear , the linear phase
offset on h2 is cleaned by


h2 [k] = h2 [k] exp − jkδφlinear , k = 0, 1, · · · , L − 1.
(7)
Once upon all the linear phase offsets have been compensated against the reference, the next step is to clean the initial
phase offset in the CSI. The initial phase is viewed as the

phase on the ﬁrst subcarrier for each CSI
 sample h[0], and
can be compensated as halign = h exp − j  h[0] .
In the following discussion, both the background and the
reﬁned human biometrics information are extracted from the
aligned CSI measurements halign . To simplify the notation,
we will use h instead of halign to denote the aligned CSI in
the rest of the paper.
(m)
As in the proposed CSI model in (1), hi can be further
decomposed as following:
(m)

hi

(m)

= h0

(m)

(m)

(m)

+ δhi,ic + δhi,c + n(m) , ∀i, m,

(8)

and n(m) denote the CSI and the noise after
where hi
phase alignment. The radio biometric is further decomposed

(m)

(m)

(m)

as δhi = δhi,c +δhi,ic . δhi,c denotes the common radio
biometric information, which is possessed and determined by
(m)
all the participants in the identiﬁcation system, and δhi,ic is
the distinct radio biometric information for identiﬁcation.
The background CSI components for several CSI measurements of N individuals can be estimated by taking the
average over the aligned CSI as:
(m)

hbg =

N
1 
N i=1

(m)

hi

(m)
hi

2.

(9)

Then the distinct human radio biometrics for each individual can be extracted through subtracting a scaled version of
(m)
(m)
the background in (9) from the original CSI. hi = hi −
(m)
αhbg , where α is the the background subtraction factor, 0 ≤
α ≤ 1. When α approaches to 1, the remaining CSI is noiselike.
2.3. Identiﬁcation Methodology
After taking the radio shot, by means of the TR technique, the
high-dimension complex-valued human radio biometrics embedded in the CSI measurements are mapped into the space
of the spatial-temporal resonance strength, and the feature dimension is reduced from L × M to 1. The human identiﬁcation problem can be implemented as a simple multi-class
classiﬁcation problem as following.
For any CSI measurement H, given a training database
consisting of the CSI of each individual Hi , ∀ i, the predicted
individual identity (ID) is obtained based on the TR spatialtemporal resonance strength after biometric reﬁnement as:
⎧
⎨argmax T R(H, Hi ), if max T R(H, Hi ) ≥ μ,
i
i
î =
⎩ 0, otherwise,
(10)
where μ is a predeﬁned threshold for triggering the identiﬁcation, and î = 0 denotes an unidentiﬁed individual. H is the
reﬁned radio biometric information matrix from measurement
Hi and can be viewed as an approximation of the distinctive
component in the human radio biometric information matrix
δH deﬁned in (3).
3. PERFORMANCE EVALUATION
In this section, the performance of human identiﬁcation is
evaluated using the prototype. The evaluation experiments
are conducted in the ofﬁce at the 10th ﬂoor of a commercial
ofﬁce building with a total of 16 ﬂoors. The ﬂoorplan of the
experiment ofﬁce is shown in Figure 2. Surrounding the experiment ofﬁce, there are 4 elevators and multiple occupied
ofﬁces. All the experiments are conducted during the normal
working hours in weekdays, so that outside the experiment



maintaining a high strength within the same class.
3.2. Human Identiﬁcation
In this part, the performance is evaluated in a large data set
of 11 individuals, with background subtraction applied. The
corresponding ROC curve is plotted in Figure 3, obtained by
adjusting μ in (10). With a threshold μ being 0.91, the average
detection rate is 98.78% and the average false alarm rate is
9.75%. This is because, when two individuals have similar
body contour, the possibility of misclassifying between them
increases. However, since not only the contour but also the
permittivity and conductivity of body tissue, which is more
unique for different individuals, will affect the WiFi signal
propagation that encounters the human body, the accuracy of
human recognition is still high.

Fig. 2: Experiment settings: conﬁgurations.

(a) No background subtraction.

(b) After background subtraction
with α = 0.5.

Table 1: Performance matrices for individual identiﬁcation
with and without background subtraction.

1
0.95
0.9

Detection Rate

0.85

ofﬁce there are many activities, such as human walking and
elevator running, happening in the course of experiments.
In Figure 2 the experiment conﬁgurations of the transmitter, receiver and individuals are demonstrated. The distance
between the transmitter and the receiver is about 3 meters,
with two walls in-between. To take the radio shot, each individual stands in the room on the point marked by the purple
star and the door of this room is closed. Furthermore, in the
experiments, we build the training database with 50 CSI measurements for each class, while the size of the testing database
for identiﬁcation is 500 CSI samples per class.
3.1. Impact of Background Subtraction
To begin with, we ﬁrst quantitatively study the impact of the
proposed postprocessing algorithms for background subtraction and biometrics reﬁnement by conducting experiments to
differentiating between 5 individuals. In Table 1, each element in the tables is the probability of the case when the
resonating strength between the training class and the testing
class is higher than the threshold μ as deﬁned in (10). For
the sake of a fair comparison, we set the detection threshold
μ = 0.9 for both experiments.
Without background subtraction, the correct identiﬁcation rate can reach 100% indicated by the diagonal elements.
However, the false alarm rate, i.e., the probability of being
identiﬁed as other training classes when the class of testing
samples is not in the database, can be as high as 99.99%.
After background subtraction, when using the reﬁned radio
biometrics for identiﬁcation, the highest false alarm rate is
0.24% while the lowest detection rate is 96.35% as shown in
Table 1b. Through the reﬁnement, the TR spatial-temporal
resonance between different classes is suppressed a lot while

0.8
0.75
0.7
0.65
0.6
0.55
0.5

0

0.1

0.2
0.3
False Alarm

0.4

0.5

Fig. 3: ROC curve of identifying 11 individuals.

4. CONCLUSIONS
We propose a TR human identiﬁcation system, where individuals are distinguished from and identiﬁed by the human
radio biometrics extracted from the WiFi CSI through the
TR technique. Furthermore, the existence of the human radio biometrics, which can be found embedding in the indoor
WiFi signal propagation, is shown and veriﬁed in this work.
By leveraging the TR technique to extract radio biometrics,
a low-complexity human identiﬁcation system can be widely
implemented without restrictions on the device deployment
thanks to the ubiquitousness of WiFi.
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