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ABSTRACT even harder to prove in the court of law. A common way to
perform infringement analysis is to examine the design and

This paper considers the problem of component forens'csimplementation of a product and look for similarities with

and proposes a methodology to identify the algorithms andWhat have been claimed in existing patents, through some

parameters employed by various processing modules insid% . . i
. . . ype of reverse engineering. However, this approach could
a digital camera. The proposed analysis techniques are non;

intrusive, using only sample output images collected from be very cumbersome and is often limited to tiplemen-
' g only pie outp 9 tation of the ideaather than thédeaitself, and thus might
the camera to find the color filter array pattern; and the al-

orithm and parameters of color interpolation employed in potentially lead to misleading conclusions [1]. Component

9 P erp ploye forensics studies can detect patent infringement by obtain

cameras. As demonstrated by various case studies in the . . . :

. ) ing forensic evidence about the algorithms employed in a

paper, the features obtained from component forensic anal-d. Lo : . . .

) ) X L igital imaging device, using only its output data.

ysis provide useful evidence for such applications as tletec c tf . Iso h licati in detecti

ing technology infringement, protecting intellectual pro omponentiorensics also has applications in detecting

erty rights, determining camera source, and identifying im f[amperl_ng, and_ in establishing the trustworthiness of Hmag
age tampering. ing devices. With the fast development of tools to manipu-

late multimedia data, the integrity of both content and ac-
quisition device has become particularly important when
1. INTRODUCTION images are used as critical evidence in journalism, surveil
lance, and law enforcement applications. The process of
Digital imaging has experienced tremendous growth in re- creating a tampered object often involves combining parts
cent decades. The resolution and quality of electronic imag of several images, each of which is obtained from a sepa-
ing devices have been steadily improving, and digital cam- rate acquisition device. Forensic evidence about the digi-
eras are becoming more popular every year. Digital im- ta| cameras collected from different regions of an image in
ages taken by various imaging devices have been used ifyestion can suggest possible discrepancies and thus help

a growing number of applications, from military and recon- vyalidate the authenticity of the data with regard to cut-and
naissance to medical diagnosis and consumer photographysaste forgery.

Such rapid technological development and popularity has
led to a growing amount of signal processing research de-
voted towards the security and protection of multimedia in- 5 tection of multimedia information (e.g. through encryp
formation. In this paper, we introducemponent forensics s hashing, and data embedding), component forensics is
as a new methodology for forensic analysis. The proposedgjj| in, its infancy. Related prior art on non-intrusive im-
techniques aim atidentifying the algorithms and paranseter ¢ forensics fall in two main categories. In the forgery
employed by various components in a visual sensing devicegetection literature, there are works targeted at findirg th

using its output data, and help answer a number of forensicyy, e of post processing operations that occurs after anémag
rglated questions related to protecting mtellectuallprt;p has been captured by a camera, such as resampling, JPEG
rights, discovering technology infringement, and idgntif  .qmpression, luminance and brightness change, lens-distor
Ing content tampering. . tions, and copy-paste operations [2]. However, these meth-
For centuries, intellectual property protection has ptaye 44s cannot be directly applied to identify the algorithms

a crucigl_ roI_e in fostering _te_chno_logy innovation. Fierce (and its parameters) employed inside the components of the
competition in the electronic imaging industry has led to an digital camera.

increasing number of infringement cases filed in courts. Ac-
cording to the U.S. patent laimfringement of a paterdon-
sists of the unauthorized making, using, offering for sale,
or selling any patented invention during the term of its va-
lidity. Patent infringement is usually difficult to deteeipd

While a growing amount of signal processing research
in the recent years has been devoted to the security and

A second group of prior art on non-intrusive image foren-
sics concerns camera identification. A technique was de-
veloped recently to use noise patterns inherent to an image
sensor as a unique identifier to each camera [3]. While use-
ful in some forensic tasks, this approach does not provide
Email contact:{ashwins, minwu, kjrli} @eng.umd.edu. information about the internal components and cannot be




used for identifying common features tied to the same cam- (5

era models. Another blind-source approach employs statis- ccp |~ cFa Post |,
tics generated from visually similar images taken with dif- Sensors s Interpolation g6 procesing | g
ferent cameras to train classifiers for identifying the imag N optical C;:f;}f‘(‘;;" ? ?

origin [4]. Although good results were reported in distin- Lens  fiter

guishing pictures taken in controlled scenarios, its ghili (b)

to differentiate under diverse training sets and non-gite! EE EE E

testing conditions needs further investigation.

: In this paper, we propose a set_ O.f non-intrusive tech- Fig. 1. (a) Imaging Process in Digital Cameras; (b) Sample Color
nigues for component forensics of digital cameras. We use_.

. . Filter Arrays.

the sample outputimages obtained from the camerato gather
forensic evidence about the color filter array (CFA) pattern
and the CFA interpolation algorithms employed in the digi- More specifically, letS be the real-world scene to be
tal camera. We show that the results obtained through sucrcaptured by the camera and jebbe the CFA pattern matrix.
analysis can provide very useful clues to detect potential S(7, 7, ¢) can be represented as a 3-D array of pixel values of
infringement and protect intellectual property rights.eTh sizeH xW xC. HereH andV represent the height and the
parameters of the image acquisition device are also used tovidth of the image, and’ = 3 denotes the number of color
construct a robust camera identifier for determining from levels (red, green, and blue). The CFA sampling converts
which make/type of camera an image was taken and to esthe real-world sceng into a three dimensional matri¥,

tablish potential tampering. of the form

The paper is organized as follows. The proposed sys- o , .
tem model and problem formulation are presented in Sec- S,(i,4,c) = { S(i,j,c) if p(laJ_) =6 (1)
tion 2. In Section 3, we present methods to identify the 0 otherwise.

CFA pattern and the parameters of the interpolation algo- After the data obtained from the CFA is recorded, the in-

r|thms: The simulation results are pre_sented n Section 4’termediate pixel values (corresponding to the points where
wherein we present several case studies and discuss appliz

. . . S,(4,4,¢) = 0in equation (1)) are interpolated using its
cations of the proposed forensic methodology for analyzing " hbori el val btaisl?). This | )
infringement/licensing and detecting tampering. We edten "€1gnboring pixel values to obtaif}, *. This is an impor-

component forensics as a general methodology applicabletant step and certain types of residual errors caused in this
step may be significantly amplified by subsequent process-

to several devices in Section 5, and conclude the paper in X :
Section 6. ing [5]. There have been several algorithms for CFA inter-
polation, e.g. bilinear, bicubic, smooth hue, gradientbas
etc. These algorithms can be broadly classified into two
categories, non-adaptive and adaptive algorithms based on
their ability to adjust to the image content [6].

Fig. 1(a) shows the image capture process in digital cam-  The problem of componentforensics deals with a method-
eras. The light from the scene pass through the lens and the@logy and a systematic procedure to find the algorithms and
optical filters and is finally recorded by an array of charge parameters employed in the various components inside the
coupled device (CCD) detectors. Most digital cameras usedevice. In this work, we consider the problem of non-intvasi

a color filter array (CFA) to sample the real-world scene. forensic analysis where we use the sample images obtained
Some examples of CFA patterns are shown in Fig. 1(b). Thefrom a digital camera under diverse and uncontrolled set up
CFA consists of an array of color sensors, each of which to determine the nature of its internal processing modules.
captures the corresponding color of the real-world scene atin particular, we focus on finding the CFA pattern and the
an appropriate pixel location where it is located [5]. The CFA interpolation algorithms, and show that these features
remaining pixel values are interpolated using the sampledcan be used the first steprieverse engineerinthe making
data. CFA interpolation (or demosaicking) is an important of a digital camera.

step to maintain the quality of the final output image [6, 7].

After interpolation, the three images corresponding to the 3. MODEL PARAMETER ESTIMATION

red, the green, and the blue components are passed through

a postprocessing stage. In this stage, white balancing and

color correction are done to remove unrealistic color casts Proposed Algorithm We develop a robust and non-intrusive
so that objects that appear white in reality appear white algorithm to jointly estimate the CFA pattern and the inter-
in the photograph. Finally, the image may be JPEG com- polation coefficients by using only the output images from
pressed to reduce storage space. cameras. Our algorithm estimates the CFA interpolation co-

2. SYSTEM MODEL AND PROBLEM
FORMULATION



efficients in each local image region through texture classi

1

fication and linear approximation, and finds the CFA pattern ool
that minimizes the interpolation errors. =
More specifically, we establish the search space of CFA ot
patterns based on common practice in camera design. For 0l
example, most commercial cameras use the RGB type of o= osl
CFA with a fixed periodicity of2 x 2, and each of the 0af _
three types of sensors should appear at least once in each 0al T hee
2 x 2 cell. This results in a total 086 possible patterns 02} v
in the search space. For each CFA pattein the search o1l e e e otane 1
space, we identify the locations ofpixels&;ﬁl) that are ob- Y e m o o o o 1w
tained directly from CCD sensors and those obtained by in- Quallty Factor
terpolation. The pixels values for the ones obtained direct Fig. 2. Probability of correctly identifying the CFA interpolatio
from the CCD sensor can be found usifigi, 7, p(¢, 7)) = technique for different JPEG quality factors

Sd(lv.]ap(la.]))
We approximate the interpolation algorithms by multi- . .
ple linear models that are linear in different regions of the EXPerimental Results To study the effectiveness of the

image, where the regions are divided based on the gradienProPosed algorithm, we use representative images to first
values in a local neighborhood. Definifig; = S, (i, 7, p(i, j)) construct simulated data for various interpolation aldponis
. — Mp\“J» I 1

we can find the horizontal and vertical gradients at the loca-[8]: The images are first downsampled to remove the ef-

tion (i, §) by fef:t of previously applied filtering and interpolation oper
ations, and then re-sampled using each of the three CFA
Hi; = |Lijo+Ii4s— 2T, ) pattertr;]s sho;/vn inI Ftigd. 1(b). Eacg);]: the s_artnplec: i?wages
were then interpolated using one osen interpolation
Vii = iz + Liyaj — 21 4. ©) 0 o P

methods: (1) Bilinear, (2) Bicubic, (3) Smooth Hue, (4)
Median Filter, (5) Gradient based, and (6) Adaptive Color
Plane (see [6] for details). Thus, our overall dataset con-
tains20 x 3 x 6 = 360 images, each of siz&l2 x 512.
Using the proposed algorithm, we observed no errors in es-
timating the CFA pattern. We then used & 7 neighbor-
hood to estimate the interpolation coefficients for theghre
color components in the three regions. A Support Vector
Machine (SVM) classifier with a third-degree polynomial
kernel was used for identifying the interpolation method.
We randomly choose 8 images out of the 20 images and use
them for training; the remaining 12 images are for testing.
We repeated the experiment flii0 times by choosing a dif-
ferent set of images each time. Fig. 2 shows the probability
f correctly identifying the CFA interpolation techniqua f

The image pixel at locatioft, ;) is classified into one of the
three categorieRegion¥t; contains those parts of the im-
age with a significant horizontal edge for whid; ; —V; ;)
is greater than a suitably chosen thresholRdgiont, con-
tains those parts of the image with a significant verticakedg
and is defined by the set of points for whidh ; — H; ;) >
T'; RegionR; includes the remaining parts of the image that
are mostly smooth.

Using the output imagé&,; from camera, we establish
a set of linear equations for all the pixels in each region
and solve for the interpolation coefficients in each type of
region. To cope with the noisy values in the equation set
that are due to operations following the interpolation (suc

as JPEG compression), we employ a least squares methogifferent JPEG quality factors. For moderate to high JPEG

to estimate the interpolation coefficients. These coefficie . " 2
estimates are then used to re-interpolate the sampled CFAgua“ty factors (40-100), the probability of correct idiint

outout in the corresponding regions to obtain estimated .n_cation is abov80%. These results suggest that the proposed
utputi . A ( )p ! g 9! 'A( ) : N estimation algorithm is not affected by the typical compres
terpolated imagé;”’. The difference betweesi,”’ and the

' _ ) P sion applied inside the camera after color interpolation.
actual camera output imag# is the interpolation error, de-

noted as=® = S’ — S,. We compute the interpolation
errors for all candidate search patterns and choose the pat-
ternp that gives the lowest overall absolute value of error. 4. CASE-STUDIES AND APPLICATIONS OF

Finally, we remark that post-processing operations such COMPONENT FORENSICS
as white balancing and color correction would not affect our
estimates of the interpolation coefficients (and CFA sam- In this section, we demonstrate the applications of the pro-
pling pattern). This is because these operations are multi-posed component forensic methodology with case studies
plicative [5], and the same multiplicative factor would ap- and experiments in camera identification, infringement/ i
pear on both sides of the set of linear equations. censing forensics, and tampering detection.



Table 1. Camera models used in simulation, ordered by camera Table 2.

Confusion matrix for classifying different camera

make makes. * denotes values smaller thak
Camera Model Camera Model © Q) © ©) OB ® @)
1 | Canon A75 9 | Sony Cybershot Canon (C) 98% ¥ ¥ * = * % =
2 | Canon Powershot S400 10 | Sony P72 Nikon (N) 6%  85% 5% 3% * * * *
3 | Canon Powershot S410 11 | Olympus C3100Z/C3020Z Sony (S) 3% 3%  93% * * * * *
4 | Canon Powershot S11S || 12 | Olympus C765UZ Olympus (O) || 6% 6%  * 8%  * . i .
5 | Canon Powershot G6 13 | Minolta DiMage S304 ’\C/lg;?ga(‘ég) :2;;? 2% 4% 50 91% o1 v )
6 C_anon EOS Digital REBEL|| 14 Cafu(_) QV-UX2000 Fuiji (F) * * * * 3% * 95% *
7 | Nikon E4300 15 | FujiFilm S3000 Epson (E) * * * * * * * 100 %
8 | Nikon E5400 16 | Epson PhotoPC 650
ate the similarities among the interpolation algorithmasdus
4.1. Camera ldentification Using Interpolation Features by different cameras.

) To construct classifiers, we start wi2b representative
We first demonstrate how to use the camera component a”alrmages downsample them (by a factor of 2) and then re-

ysis result as features to build a classif_ier tq identify whic interpolate with each of the 6 interpolation methods dis-
camera has been used to capture a given image. We congyssed in Section 3. With a total 820 images synthet-

S|dered16_ different cameras as shown m_TabIe 1, and col- ically generated in this way, we run the CFA estimator to
lected40 images taken by each camera in an uncontrolled opiain the estimated interpolation coefficients for each im

environment. More specifically, the images taken by differ- 5ge The estimated coefficients is then used to train a &-clas
ent cameras generally have different scene content and argy\ classifier, where each class represents one interpola-
compressed under default JPEG quality factors as specifiedon method.

by the cameras. For each of thet0 images taken by every camera in
The CFA interpolation coefficients are estimated using the 16-camera dataset collected in Section 4.1, we estimate
the proposed algorithm and are used in classification. In ourcga parameters, feed them as input to the above classifier,
study, we considered each manufacturer as one class (Whichng record the classification results. The average classific
may consist of different models of the same manufacturer), jgn performance for camera is represented by a vector
and built an 8-class classifier. We randomly cho2%ém- m = [ma, M2, ..., min], wherem;, is the fraction of im-

ages to train an SVM and then test on the remainiig  ages from camerai that have been classified as using the
images. This process is repeated 200 times and the averfinterpolation algorithm k. Here, we have < k < N, with

age classification results are computed. We put togethery peing the number of possible choices of the interpolation
the results as a confusion matrix shown in Table 2. Here, 51gorithms studied. The similarities of the interpolatadn
the (i, j)*" element in the confusion matrix gives the prob- gorithms used by any two cameras (with indicesds) can
ability of being classified as camera makewhen the pic-  pe measured in terms ofdivergencescorey;;, defined as

ture actually comes from camera make We notice that  symmetricKullback-Leibler(KL) distance between the two
main-diagonal elements have an average valug2df5% distributions,

for eight camera makes. In comparison, the best perfor-
mance in the literature that we can find so faRki% on
three makes [4]. We can see that camera identification based
on the proposed component forensic framework can achieve
considerably higher accuracy and better scalability togela
number of bands.

D(mi||m;) + D(mj]|ms),

N
Tik

> miklogy | —

k=1 k

Ty

(4)

). (5)

The symmetric KL distance is obtained in each of the re-
gions,, (m = 1,2,3) by separately training and testing
the camera images in the selected region using the appro-
priately chosen features. The overall divergence score is
The classification results in Table 2 also reveal some simi- obtained as the sum of the individual scores in each region.
larity between camera makes in handling interpolation. For A low value of overall divergence score indicates that the
example, 6% of Nikon cameras were classified as Canontwo cameras are similar and are possibly using very similar
and 5% as Sony make. As discussed earlier in the introduckind of interpolation methods.

tion, an important step toward infringement forensics is to The divergence scores of tHé different cameras are
analyze the similarity between the techniques and parameshown in Table 3. Here, th@, 7)!"* element in the matrix
ters employed inside cameras from different makes/models.represents the symmetric KL distance between the interpo-
In the following case study, we demonstrate how to use clas-lation algorithms in camera; and cameraj. The diver-
sification results from output images to quantitativelyleva  gence scores below a thresholdof4 have been shaded

Pij

where D(m;||m;) =

4.2. Similarities among Camera Models



for reference. We observe from the table that most cam- ) _
Table 3. Divergence scores for different cameras. The set of val-

eras from the same make seem to be using similar kinds of _
interpolation algorithms. ues below the threshold of 0.04 have been shaded«Tindicates

To explore further we train a5-class SVM using the zero divergence between the same camera models by definition
interpolation coefficients obtained frotd cameras40 im- The camera index numbers are according to Table 1.

01 02 a3 04 05 06 07 ng 09 10 11 12 13 14 15 16

ages per camera), and tested it with the data from the cam-a[7« To.0s 5. 0. 5.5 085 0.0 195 125 159 0,55 538 0,15 .58 (0102 1.09
era that was left out during training. In this case, the INSAgE ooz s« o1 o0 o] 058 nen 059 061 621 o188 010 017 0.8t
from the excluded camera would be classified intméar- o8 052 015 0,20 YR o oc o0 o.on o.cs B 0.0o mise o6 o.ev s

est neighboclass as measured in the feature Space. When s: 0.96 0.38 0.3z 0.09 0.04 # | 0.12 0.18 0.06 0.13 0.11 0.23 0.76 0.16 0.76 0.03

trained with all cAMeras except Canon SA10. we observed | L5 b oo S 1o talompaley o3 B v ot ok o

0% |1.23 0.56 0.57 0.1 0.10 0.06 0.07 0.11 # 0.02|0.14 0.28 0.82 0.43 0.97 0.01
0.0z T o|0.27 0.44 L.09 0.58 1.29 0.06

that 72% of the 40 images from Canon S410 got classi- |t 05 o6 0.5 621 was 05 0

i . 11]0.55 0.18 0.21 | 0.02 0.08 0.11 [0.03 0.48 0.14 0.27] * 0.02]0.31 0.29 0.38 0.08
f|ed as Canon 8400, and an addmoﬂa% were |abe|led 120,36 0.11 0.16 0.04 0.03 0.23 0.09 0.71 0.28 0.440.17 0.37 0.24 0.20

.. .. 13| 0.16 0.36 0.38 0.37 0.46 0.76 0.47 1.46 0.82 1.09 0.31 0.17 | % 0.84 0.10 0.89
as one Of the remalr“ng Canon mOdeIS A Slmllar trend WQAS 114|068 0.18 0.1z 0.18 0.18 0.16 0.42 0.61 0.43 0.58 0.29 0.37 0.84 % 0.57 0.32

15 |@.02 0.23 0.17 0.37 0.47 0.76 0.62 1.58 0.97 1.29 0.38 0.24 0.10 0.57 * 0.80
i

also observed among the two Sony cameras, whetely 16| 105 0.35 065 0.10 0.05 (0,88 0.05 0.1 [B.08 0.05 0.08 0.20 0.53 0.37 0.80
of the Sony Cybershot model were classified as Sony P72
model when the former was not used in training. These re-
sults suggest that there is a high degree of similarity in the camera classifier are shown in Fig. 3(c). In this figure, the
interpolation algorithms employed by the the two cameras fegions marked black denotes those classified as the Sony
of the same make. P72 model and the white areas correspond to the parts cor-
Another interesting aspect that we observe from Table 3rectly classified as the Canon S410 model. The remaining
is that some divergence scores among cameras from dif/€gions represented in grey correspond to the blocks that
ferent companies are low. For example, the distance be-Were misclassified as one of the remainidgcamera mod-
tween Nikon model E4300 (Camera no). and the Olym-  €ls. As shown in Fig. 3(c), our results indicate that we can
pus model C3100Z (Camera nal) is 0.03, suggesting a  identify the correct camera with a very high confidence in
potentially high degree of similarity in how the two camera Most of the regions in the tampered picture using the data
models perform color interpolation. By finding the parame- Obtained from eacR56 x 256 macro-block. In this particu-
ters of the algorithms employed in various processing stage lar case, we notice that the manipulated picture has distinc
inside the digital camera, the proposed component forensic traces from two different cameras and is therefore tampered

methodology can provide quantitative evidence on technol- A closer observation of the misclassified blocks (shown
ogy infringement/licensing. in grey) also indicates that most of these regions are clus-

tered either around the tampering boundaries from two cam-
eras or in very smooth areas of the image. Blocks around
tampered regions would contain traces of both the camera
In creating a tampered image by cut-and-paste forgery, dif-models and thus might lead to incorrect classifications. The
ferent parts of the image are often obtained from differ- misclassification around the smooth regions of the image
ent cameras and therefore can be identified by finding thecan be attributed to the fact that while most cameras may
source that created each part of the image. In this sectiongiffer in their interpolation around edge regions, they em-
we use a case study to demonstrate how the proposed corploy similar techniques such as bicubic interpolation acbu
ponentforensic algorithms can facilitate the detectioimof the smooth regions. This suggests that tampering detec-
age tampering. tion based on interpolation component would rely mostly
We first create a tampered picture by combining parts of on edge and texture regions rather than smooth regions.
two images taken with two different cameras. In Fig. 3(a)
and (b), we show the tampered picture and its individual
parts marked with different colors. The region displayed in
white in Fig. 3(b) was obtained from an image taken with ) ) ] )
the Canon S410 digital camera, and the black parts Were"? this secfuon, we extend the propqsed non-intrusive foren
cropped and pasted from a picture shot using the Sony P7SIC analysis to a methodology applicable to a more general
model. The combined image was then JPEG compressed@mily of digital devices. LeU,, Oy, ..., On, be the sam-
with quality factor80%. ple outputs obtained from the test device (wh|§:h we will
To identify the source of the individual components in Model as a black box). Let;, Cs, ..., Cy, be the individ-
the picture, we examine the image using a sliding window ual components of the black box and defjatﬁéji), Agci)7 cee
of 256 x 256 with step size 64, and apply to ea2¥6 x 256 A§$;> as the set of all possible algorithms/ techniques that
block our proposed camera identification algorithm based be used in the componefit. Forensic analysis is concerned
on CFA interpolation. The detection results from dér with a set of tools that would help identify the individua al

4.3. Applications to Image Tampering

5. COMPONENT FORENSICS METHODOLOGY



(@) (b) (©

Fig. 3. Applications to source authentication showing (a) Sanmiepered image; (b) Regions obtained from the two camerp€HA
interpolation identification results (black: Sony P72; tghiCanon S410; grey: regions classified as other cameras).

gorithmsA&Cy) used in each of the processing bloeKs. 6. CONCLUSIONS
The proposed forensic analysis framework is composed of

) : . In this paper, we propose a non-intrusive framework of com-
the following processing steps:

ponent forensics for digital camera. The proposed frame-
(1) Modeling of the Test Device:This is the first step of  work uses only the sample data acquired by a test camera
the proposed forensic analysis methodology. In this ptease, to find the algorithms and parameters employed in several
model is constructed for the object under study. The model-processing modules, such as the CFA sampling and the CFA
ing helps break down the test device into a set of individual interpolation blocks, inside the digital camera. We show
processing components, Cs, ..., Cy, as seenin Section through simulations that the proposed methods are robust to
2, and enables a systematic procedure to study the effect ofarious kinds of postprocessing that might occur in the cam-
each block on the final output obtained with the test device. era. The proposed techniques are then used to gather foren-
sic evidence on real world data-sets captured wéthiffer-

ent cameras. Measures for similarity are defined and elab-
) ) i ) _ orate case-studies are presented to elucidate the sim#ari
differentiate the algorithmsl, ™" used in the component anqg differences among several digital cameras. We show
Cy. These features are based on the final output imageshat the proposed methods can be used to identify camera

and are chosen to uniquely represent each of the algorithmsnodel that is used to acquire a given image and to detect
used. This would enable the forensic analyst to focus on ajmage tampering.

selected set of features to differentiate the algorithnts. F
example, in our work with digital cameras, we have used 7. REFERENCES
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