ith the proliferation of Internet of Things (IoT) appli-
cations, billions of household appliances, phones,

smart devices, security systems, environment sensors,
vehicles, buildings, and other radio-connected devices

will transmit data and communicate with each other or people,

and it will be possible to constantly measure and track virtual-
ly everything. Among the various approaches to measuring
what is happening in the surrounding environment, wireless
sensing has received increasing attention in recent years
because of the ubiquitous deployment of wireless radio devic-
es. In addition, human activities affect wireless signal propa-
gation, so understanding and analyzing how these signals
react to human activities can reveal rich information about the
activities around us.

As more bandwidth becomes available in the new gen-
eration of wireless systems, wireless sensing will, in the
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near future, facilitate many smart IoT applications that are
only imagined today. This is because, when the bandwidth
increases, one can see many more multipaths in a rich-scat-
tering environment, such as indoors or in metropolitan
areas, that can be treated as hundreds of virtual antennas
and/or sensors.

To control the virtual antennas and make good use of the
multipaths, one can resort to the physical principles of radio
propagation. Inspired by the high-resolution spatial-tempo-
ral resonance of the time reversal (TR) phenomenon, one can
develop various types of radio analytics based on the multipath
channel profiles.

Introduction

In the I0T era, people are using wireless technologies more to
understand the who, what, when, where, and how of every-
thing happening around them. Just as human activities can
affect the wireless signal propagations surrounding them, in-
formation about people’s activities is embedded in the signals.
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This leads us to the conclusion that we might be able to ex-
tract meaningful information through wireless sensing by ana-
lyzing various features implanted in wireless signals.

By deploying wireless transceivers indoors, macro changes
due to human activities and moving objects can be derived
from the wireless signals. This process can help infer the
real-time location of a moving object [1]-[8], detect an event
[51]-[60], and facilitate applications in manufacturing asset
tracking, intelligent transportation, and home and office secu-
rity systems. In addition, micro changes generated by gestures
[52] and vital signals [78]—[80] can be captured without requir-
ing people to wear any device, which is especially useful for
providing assistance to the disabled and elderly people in smart
home applications.

The performance of wireless sensing depends greatly on
the richness of information that can be drawn from the radio
signals, while the information richness is often dictated by the
channel bandwidth through which the radio signals are trans-
mitted. Because of the constrained bandwidth of the past, only
a limited number of multipaths could be seen, and not much
information could be revealed. But with more bandwidth avail-
able for the next generation of wireless systems, many more
smart IoT applications and services appear to be possible in
the near future, because richer information becomes avail-
able with a wider bandwidth. For example, with a much larger
bandwidth, one can see many more multipaths indoors, which
can serve as hundreds of virtual antennas and/or sensors ready
to assist in many applications.

The challenge here is how to control the virtual antennas to
meet our needs for smart IoT applications. We have to resort
to physics to do so, and the TR phenomenon is a good starting
point [37]. The TR technique treats each path of the multipath
channel as a distributed virtual antenna and provides a high-
resolution spatial-temporal resonance, commonly known as
the focusing effect [38]—-[40]. In physics, the TR spatial-tem-
poral resonance can be viewed as the result of the resonance of
the electromagnetic (EM) field in response to the environment
[41]. When the propagation environment changes, the involved
multipath signal varies correspondingly, and, consequently,
the spatial-temporal resonance also changes. Inspired by the
fundamental physical principle of TR, various types of analyt-
ics, referred to as radio analytics, that can decipher the radio
waves to reveal the activities around us, based on the wireless
channel state information (CSI), can be developed to enable
many cutting-edge IoT applications envisioned for a long time
but never achieved.

In this article, we will present the fundamental concept
of radio analytics and several types of this approach for IoT
applications, including indoor positioning, indoor tracking,
event detection, human radio biometrics, and vital signs moni-
toring. We will first discuss the impact of bandwidth on the
multipath CSI and the TR principles that can fully harvest the
multipath CSI. Then we discuss how to achieve centimeter
accuracy in wireless indoor positioning systems (IPSs) that
can offer an indoor Global Positioning System (GPS)-like
capability to track human or any indoor objects without any

infrastructure, as long as Wi-Fi or long-term evolution (LTE)
is available.

As such an IPS relies on CSI as a fingerprint and may re-
quire recalibration because of environmental changes, we then
discuss an indoor tracking system based on the statistical EM
property of the spatial focusing effect to achieve decimeter
accuracy without mapping and recalibration. Inspired by the
TR-based IPS that maps a location with a location-specific
CSI, we find that indoor wireless propagation depends highly
on the various indoor events and even the presence of differ-
ent people. By mapping each event and/or person to the cor-
responding CSI, we can construct the notion of a TR space
in which one can quantify the similarity between two indoor
events and/or people and perform event detection and human
recognition. Since the multipath CSI is very sensitive to even
subtle environmental changes, we then discuss how to utilize
the CSI change pattern to detect vital signals. Finally, we will
survey and discuss recent related works.

Multipaths: A newfound friend

In wireless communications, when a signal emitted from a
transmitter is reflected or scattered by a scatterer, an attenuat-
ed copy of the original signal is generated and reaches the
receiver through a different path. The phenomenon that a sig-
nal is received by two or more paths is known as multipath
propagation. As depicted in Figure 1(a), where each scat-
terer is marked by a green star, the red arrow represents
the line-of-sight (LOS) path, while the blue arrows represent
paths reflected and scattered by scatterers. All of the paths
together form a multipath channel between the transmitter and
receiver [49]. Because two or more copies of the original sig-
nal arrive at the receiver and may be added in a noncoherent
way, multipaths can cause destructive interference and degrade
communication performance.

However, viewed from another perspective, the scatterers
in the environment act as virtual antennas and/or sensors that
can be leveraged to offer some desirable outcomes. Just imag-
ine how everyday human activities involving motion and body
movements affect the wireless signal propagation around peo-
ple and thus change the channel profiles and how information
about these activities becomes embedded in the signals. When
signals are bounced back and forth by the scatterers, multi-
ple replicas are generated that contain enriched, meaningful
information about our activities. Each of these multipaths is,
in essence, a degree of freedom naturally existing in our sur-
rounding environment. They can be considered to be tens or
hundreds of virtual antennas ready to serve us on demand.

To harvest multipaths, two key components to consider
are the transmission power and bandwidth [42], [43]. On the
one hand, increasing the transmission power leads to a higher
signal-to-noise ratio and thus to more observable multipath
components. On the other hand, the transmission bandwidth
determines the spatial resolution in resolving independent
multipath components. Because of the limited bandwidth,
which is equal to the channel sampling rate, the multipaths
with a propagation delay difference less than a channel sampling
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period Tsample Will merge into a single tap (more details are
discussed in the section “Mapping-Free Indoor Tracking with
Decimeter Accuracy”). Thus, as noted in Figure 1(a), the reso-
lution to separate radio paths with different lengths in a mul-
tipath propagation is limited to cTsumple = ¢/B, with ¢ being
the speed of light and B the bandwidth. Therefore, the larger
the bandwidth, the better the spatial resolution and thus the
more multipaths that can be resolved. An example of multipath
channel profiles captured under different bandwidths from
LTE, Wi-Fi, and the entire industrial, scientific, and medical
(ISM) 5-GHz band at the same location in a rich-scattering

¥ Virtual Antennas
(Scatterers)

()

environment is demonstrated in Figure 2. When the bandwidth
is 20 MHz (as in LTE), only five multipaths can be resolved;
when it increases to 40 MHz (as in Wi-Fi) approximately ten
multipaths can be resolved. When it rises further, to 125 MHz,
around 30 multipaths with clear details of differences can be
resolved, which shows that the number of multipaths increases
as the bandwidth expands.

To utilize the multipaths as virtual antennas and/or sensors,
we find that a good starting point is to resort to the physics of
TR and its focusing effect. In TR, with two transceivers A and
B, transceiver B first sends a channel-probing signal (e.g., an
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FIGURE 1. The concept of multipath propagation. (a) An illustration of a multipath as a virtual antenna. (b) A detailed illustration with each multipath repre-
sented by its total travel distance, direction of arrival, and power gain. Tx: transmitter; Rx: receiver.
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FIGURE 2. An illustration of multipath channel versus bandwidth. (a) The measured channel under a 20-MHz bandwidth (LTE standard). (b) The measured
channel under a 40-MHz bandwidth (the IEEE 802.11n standard). (c) The measured channel under a 125-MHz bandwidth (the entire ISM 5-GHz band)
[50]. We first measure a sample channel impulse response (CIR) in a typical indoor environment using a TR prototype [35] with a bandwidth of 125 MHz
in the ISM 5-GHz band, and then different filters with bandwidths of 20 MHz, 40 MHz, and 125 MHz, respectively, are applied to the measured channel
profile. For a linear time-invariant system, the filtering operation on the receiver side is equivalent to that on the transmitter side. Therefore, the filtered

CIR is equivalent to that measured with the same bandwidth as the filter.
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impulse) to transceiver A, at which the multipath CSI [44] can
be estimated. Then transceiver A time-reverses the received
waveform (and conjugates it, if the signal is complex) and
transmits the time-reversed version of the waveform back to
transceiver B. The work in [40] and [42] has shown that the
convolution of the time-reversed waveform and the channel
can generate a unique peak at the specific receiver’s location,
called the spatial focusing effect. This indicates that the mul-
tipath channel profile works as a unique and location-specific
signature and that the spatial focusing effect happens only
when the channel can match the time-reversed waveform. By
comparing the multipath CSI with a set of time-reversed CSI
values precollected at multiple known locations, one can infer
the current location of a device, and this idea can be applied to
assist positioning.

Since each multipath profile is, in essence, a focusing point
on the TR logical space, if there is an event that affects the mul-
tipath, such as a door opening or closing, the multipath profile
becomes mapped to another focusing point. If one can per-
form analytics or machine learning to distinguish both events,
then one is able to infer what has happened. With this notion,
we can further design various types of radio analytics based
on the multipath CSI. By fully exploiting the rich multipath
CSI, this approach can decipher the propagation environment
as if it were a sixth human sense, revealing subtle information
on various human activities. Thus, radio analytics can enable
many cutting-edge IoT applications, such as accurate indoor
positioning, tracking, wireless event detection, human recogni-
tion, and vital signs monitoring, as we will illustrate.

Centimeter-accuracy indoor positioning with Wi-Fi
Today, mobile devices have become an indispensable part of
daily life. To provide users with seamless services through
such gadgets, it is crucial for service providers to know an
individual’s exact location. However, locating a person in an
indoor environment is quite challenging, because signals are
attenuated by the numerous multipaths in the rich-scattering
indoor environment.

Most existing IPSs can achieve only meter-level accuracy,
and performance becomes even worse in the non-LOS (NLOS)
condition. The main reason is that it is generally difficult or even
impossible to obtain precise measurements because of the rich-
scattering indoor environment, and such imprecise measure-
ments lead to ambiguity when running positioning algorithms.
To reduce ambiguity, one can collect more online measurements
and/or deploy multiple access points (APs), but this will increase
the overhead and infrastructure cost.

As a different approach, Wu et al. developed a single-AP
indoor positioning algorithm that could achieve centimeter-
level accuracy with a single realization of online measurement
by utilizing the TR technique [30]. Since TR is able to focus the
energy of the transmitted signal only onto the intended location,
by utilizing a unique, location-specific CSI, the TRIPS [30]
can position a user by matching the CSI with the geographical
location [37]. Since spatial focusing is a half-wavelength focus
spot, the TRIPS can achieve a 1- to 2-cm level positioning

accuracy, even with a single AP working in the NLOS condi-
tion. However, TRIPS implementation requires a large band-
width and specialized hardware. One would naturally ask if we
can simply use off-the-shelf Wi-Fi to accomplish this. In this
section, therefore, we discuss a centimeter-accuracy IPS using
commercial Wi-Fi, where we utilize a radio analytics based
on a combination of the CSI values from different frequency
bands or antenna links.

Impact of effective bandwidth

As discussed earlier, a large bandwidth is indispensable for
resolving multipath CSI and high correlation of CSI values
from different locations, because insufficient bandwidth can
result in positioning ambiguity. To understand how bandwidth
affects the accuracy of indoor positioning, we conducted
extensive experiments in a typical indoor space. We deployed
two channel sounders under an NLOS setting, with one of
them placed on an experimental structure with a 5-mm mea-
surement resolution. At each location of the experimental
structure, we collected multiple CSI values as location-specif-
ic fingerprints under different bandwidths. To assess the simi-
larities among locations, we defined an analytic value of the
CSI values belonging to two locations—the TR resonating
strength (TRRS) [31]—as

TR(r1, hr2) =( (1)

n 2

with 7 = max| 282 hra [klhr2 Klie ™[ Ar = 232 [hralk]
and Az = X8 | healk] 2, where hr,1 and hr» represent two
CSI vectors in the frequency domain [i.e., the channel fre-
quency response (CFR)], N stands for the number of usable
subcarriers, hr,i[k] and hro[k] are the CFRs on subcarrier
k,n is the modified cross correlation between hr;1 and hr>
after compensating for the phase distortions caused by syn-
chronization errors, and Ai,/A> are the CFR energies with
respect to hr,1 and hr.

The experimental results in Figure 3 illustrate the TRRS
distribution among the central location on the experimental
structure and its nearby locations under different effective band-
widths. The figure shows that 40 MHz of bandwidth is insuf-
ficient to distinguish nearby locations centimeters away. The
ambiguity decreases significantly with an increasing bandwidth.
When the effective bandwidth reaches 360 MHz, the region of
ambiguity shrinks to a ball with an approximately 1-cm radius,
which indicates centimeter-level accuracy.

Unfortunately, the bandwidths on mainstream 802.11n
Wi-Fi chips are merely 20 or 40 MHz, insufficient for cen-
timeter-level indoor positioning. This motivates the formula-
tion of a large effective bandwidth by exploiting the diversities
on Wi-Fi devices, i.e., the frequency and spatial diversity.

Figure 4 shows a generalized framework of diversity
exploitation. More specifically, Figure 4(a) shows an example
of fusing CSI values from four different Wi-Fi channels, while
Figure 4(b) demonstrates merging the CSI values from four
receiving antennas. Both diversities can be exploited at the

2
5
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same time, as shown in Figure 4(c), where the CSIs on two
Wi-Fi channels and two receiving antennas are combined into
one fingerprint. In Wi-Fi, the frequency diversity is achieved
by performing frequency hopping on different Wi-Fi channels
[32], and the spatial diversity can be realized by collecting CSI
on multiple antenna links on multiple-input, multiple-output
(MIMO) Wi-Fi devices [33]. When we denote the maximum
frequency diversity by F, the maximum spatial diversity by S,
and the physical bandwidth for each Wi-Fi channel by B, the
effective bandwidth is given as S X F' X B. Diversity exploita-
tion increases the effective bandwidth to SX F times com-
pared to the physical bandwidth B.

Achieving centimeter accuracy via TRRS
For Wi-Fi devices with a spatial diversity of S and a frequency
diversity of F, the collected CSI values can be written as

= {hg,f)}s 12

where h(}’ ) stands for the CSI obtained on the sth antenna
link on the fth Wi-Fi channel. This expression provides a fine-
grained fingerprint with an effective bandwidth of SX F X B.
Thus, the TRRS in (1) could be extended to the fine-grained

fingerprint Hr, and Hp,, with
s F SO E
SN IES 3 W
s=1f=1 s=1f=1
and

(SJ )

‘.rM*ﬂ

where

K .
7" =maxy | 2 hE{ [KAELD" ke
k—1

is the modified cross correlation on (s, f), and

Nsup Nsub 2
A = Y|P, ASY = Y | g 1w
k=1 k=1

are the CSI energies of h(pflf ) and h(psjzf ) on (s, f), respectively.
Then, the fused TRRS TR(Hr1, Hr) calculated by (1)
implies that it is a weighted average of CSI energies on differ-
ent Wi-Fi channels and antenna links.

Treating the CSI as a location-specific fingerprint and the
TRRS as the classification metric, we discuss an IPS that consists
of an offline phase and an online one in the following. During
the offline phase, the positioning system collects CSI fingerprints
from Nioe locations of interest, denoted as {Hr.c};— 5 ...y In
the online phase, a CSI fingerprint HF, s is obtained at a location
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FIGURE 3. The ambiguity among nearby locations under (a) a 40-MHz ef-
fective bandwidth, (b) a 120-MHz effective bandwidth, and (c) a 360-MHz
effective bandwidth.

to be determined, which may be either one out of the Ni.c loca-
tions of interest mapped during the online phase or an unmapped
location. Then, the pairwise TRRS between the fingerprint
Hr e« and each of the N fingerprints {Hr. of;—) ... y,. iS
computed as TR(Hr.¢, Hr, es). Finally, the location is deter-
mined based upon TR(Hp, ¢, Hr est), as shown in (2). Here,

1,2, ,Nioc

. { emax TRMHr, o Hr ), If
0 =
0

Otherwise

1121ax TR(I:IF Q,I:IF, test) = r
2, Nioe . 2
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FIGURE 4. An illustration of leveraging frequency and spatial diversities in Wi-Fi to achieve large effective bandwidth: (a) frequency diversity, (b) spatial

diversity, and (c) frequency—spatial diversity.

I" is a threshold to strike a balance of the true-positive rate and
false-positive rate in positioning. When 7R(Hr.¢, Hr, ) < T,
the IPS cannot formulate a credible location estimation and thus
returns zero to imply an unrecognized location.

Experimental results

To evaluate the positioning performance in practice, we
deployed two Wi-Fi devices, each equipped with three omni-
directional antennas, in an indoor office environment con-
sisting of a large number of objects—such as chairs, desks,
shelves, and sofas—as well as ceilings and walls. We mea-
sured CSI values from 50 locations of interest, with 20 CSI
values for each.

We evenly divided the 20 measured CSI values at each
location into a training set and a testing set. We calculated
the TRRS matrix using the CSIs collected at the 50 candidate
locations. Each element of the matrix represents the TRRS
between the CSI values at the training and testing locations.
Therefore, the block diagonal components of the TRRS matrix
indicate the similarity among CSI values obtained at the same
locations, while the block off-diagonal components indicate
the similarity among CSI values of different locations.

Figure 5 illustrates the TRRS matrices under the effec-
tive bandwidths of 10, 40, 120, and 360 MHz. First, we see
from Figure 5 that the block diagonal components of the
matrices are close to 1, meaning high similarities among
CSI values of the same locations, while the off-diagonal

components decrease with an increasing effective band-
width. When the effective bandwidth is small, e.g., 10 MHz,
some off-diagonal components are even greater than the
diagonal ones, which leads to positioning errors. The gap
between the diagonal and off-diagonal components increases
as the effective bandwidth increases, resulting in improved
positioning performance.

There are environmental dynamics in indoor spaces due to
the movement of people and objects, and these dynamics could
severely degrade the positioning performance, since they intro-
duce random perturbations in the CSI fingerprints. However,
since the proposed positioning technique exploits a large effec-
tive bandwidth from multiple antennas and/or multiple Wi-Fi
channels and utilizes the entire multipath CSI signature with a
high degree of freedom as a unique feature for positioning, it is
robust against environmental dynamics, which can affect only
a portion of the multipath propagation.

Figure 6(a) shows the receiver operating characteristic
(ROC) curve with human activities, where a person walked
continuously around one Wi-Fi device used for chan-
nel sounding. For a fixed false-positive rate of 0.15%, the
true-positive rate increased from 94.17% at a 40-MHz
effective bandwidth up to 99.11% at a 120-MHz effective
bandwidth. When the effective bandwidth reached 240 MHz
and then 360 MHz, the true-positive rate further increased
to 99.61% and 99.89%, respectively. Figure 6(b) shows the ROC
curve with large object movement, where a person operated

|EEE SIGNAL PROCESSING MAGAZINE | May 2018 |



Training Index

Training Index

500

100

100

200

300 400

Testing Index

200

300 400

Testing Index

(c)

Training Index

100

Training Index

400

500

100

200

200

300
Testing Index

(d)

FIGURE 5. The TRRS matrix under an effective bandwidth of (a) 10 MHz, (b) 40 MHz, (c) 120 MHz, and (d) 360 MHz.
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a door that blocked the direct LOS path between the Wi-Fi
devices. For a fixed false-positive rate of 0.15%, the true-
positive rate increased from 75% at a 40-MHz effective
bandwidth to 76.38%, 87.12%, and 95% at the 120-, 240-,
and 360-MHz effective bandwidths, respectively. We can
see from the experiment that a large effective bandwidth
not only enhances the positioning accuracy but also boosts
the robustness of indoor positioning against random envi-
ronmental perturbations [33].

Mapping-free indoor tracking

with decimeter accuracy

The reliability of the centimeter-accuracy IPS discussed
previously depends on whether the CSI fingerprints in the
offline database are up to date or not. If the environmental
changes affect the CSI and thus degrade the positioning
accuracy, the CSI database needs to be updated, which will
increase the IPS overhead. To avoid having to recalibrate the
CSI fingerprints, we analyze the TRRS spatial distribution
and present a mapping-free TR-based indoor tracking sys-
tem (TRITS) that can achieve decimeter accuracy. As the
TRITS tracks a moving object based on its previous location
and current location displacement, which consists of a mov-
ing distance and a moving direction, and the moving direction
can be estimated through an inertial measurement unit (IMU)),
we focus on the moving distance estimation. Then, we dis-
cuss a map-based position correction technology to reduce
the accumulated tracking error.

Distance estimation based on TRRS spatial distribution
Given a large enough bandwidth, the multipaths in a rich-scat-
tering environment can be resolved into multiple taps in dis-
crete time. Let hr.7-k,[k] be the kth tap of the time-domain
channel impulse response (CIR) from 7' to Ro, where 7" and
Ry are the coordinates of the transmitter and receiver, respec-
tively. Then we denote the time-reversed and conjugated ver-
sion of the captured CIR as h; &o—7[—k], where * indicates
complex conjugation. With channel reciprocity, the received
signal at any location R when the TR waveform R Ro 7 [—k]
is transmitted can be written as

Nup—1

SR[k] = Z hT.T~RU[l]h;,k0ﬂ1"[l_k],

=0

3

where Nup is the number of taps resolved in the CIR. When
R=Ro and k=0, sa[k] =25 | hri-r[l[", with all of
the multipaths added up coherently; i.e., the signal energy is
refocused on the particular spatial location at a specific time
instance. This phenomenon is called the TR spatial—temporal
resonating effect [30].

To study the TR resonating effect in the spatial domain, let
us fix the time index & = 0 and define the TRRS between the
CIRs of two locations Ro and R as the normalized energy of
the received signal when the TR waveform for location Ry is
transmitted as shown in (4), where hr is an abbreviation of
hri-&[0],1 =0,---, Nup — 1, when T is fixed.

TR(hrk,hrr) =

se[0] ?
Nep—1 L sl o (€]
PIRLIE NI | VA IRIIESIIA]
11=0 =0
hri-k() = ), G(w)q(t —7(w))
weQ
X ¢! 2t =T(@) (@) ~k(@) k) 5)
hri-klll= 2,  G@qAt(, w)
T@eIT-T. m+%)
% ei(zzzfoAr(Lw)—¢(co)—7c<w)-ie) (6)
Nip
s[0] = > G (0)q (AT (1, w))
I=1'zelir—L,ir+%)
2
% ei(2izﬁ)A1(l, ®) —P(w)) (7)

A more detailed illustration of the multipath propagation is
displayed in Figure 1(b), where each multipath is represented
by the total traveled distance of the multipath r, the direction
of arrival of the multipath 6, and the power gain G(w), with
@ = (r, ). For any point R in a source-free region with con-
stant mean electric and magnetic fields, the CIR, when a delta-
like pulse is transmitted, can be written as (5) [48], where Q is
the set of multipaths, ¢ (¢) is the pulse shaper, T (@) = r/c is the
propagation delay of the multipath w, fo is the carrier frequency,
¢ (w) is the change of phase due to reflections, and I;(w) is the
wave vector of amplitude k = c¢/fo. Accordingly, the /th tap of a
sampled CIR at location R can be expressed as in (6), where T
is the channel measurement interval and At (L, w) = [T — 7 (w)
for ] =0,1,..., Nup — 1. When the TR waveform hy},iqoaf[—l]
is transmitted, the corresponding received signal at the focal
spot Ro can be written as (7), which shows that the multipa-
ths with propagation delays 7 (w) € [IT — %, IT +-%) would be
merged into the /th tap in an incoherent way, while the signals
coming from different taps would add up coherently. There-
fore, the larger the bandwidth, the larger the TR focusing gain
that can be achieved, since more multipaths can be aligned and
added up coherently. When the bandwidth is sufficiently large,
the received signal at each point R can be approximated as

Niap

sz[0] =~ Y. |G (@) q(At(l,w)) fe @ R-R, ®)
=1

Without loss of generality, the energy distribution of each
multipath in a rich-scattering environment can be assumed
uniform in 6; i.e., the distribution of G () is only a function
of . Then, the energy of the multipaths coming from differ-
ent directions would be approximately the same when there is
a large number of them. When a rectangular pulse shaper is
used, i.e., g(t) =1 for t € [—(T/2),T/2), and g(f) =0 other-
wise, under the above assumptions, the received signal sz[0]
can be approximated as
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where the coordinate system in Figure 1(b) is assumed, Jo(x)
is the zeroth-order Bessel function of the first kind, and d is
the Euclidean distance between Ro and R. Here, a continu-
ous integral is used to approximate the discrete sum, and
P(6) = P denotes the density of the energy of the multipaths
coming from direction 6. For R =Ry, it degenerates to
d =0, and thus si[0] = P. Since the denominator of (4) is
the product of the energy received at two focal spots, it would
converge to P> Substituting (9) into the TRRS defined in (4)
leads to

TR0k, hri) = J5(kd). (10)

Since the theoretical approximation of the TRRS distribution
depends only on the distance between two points, in the follow-
ing, we use TR(d) =J §(kd) to stand for the approximation of
the TRRS between two points with distance d between them.
This theoretical analysis can be verified using a mobile
channel probing platform equipped with stepping motors that
can control the granularity of the CIR measurements precisely
along any predefined direction. We collected extensive mea-
surements of CIRs from different locations in a typical office
environment, and Figure 7 shows two representative results
measured at two locations approximately 20 m apart. In this
figure, the distance d away from each predefined focal spot
increases from O to 22, with a resolution of 1 mm. It indicates
that the measured TRRS distributions agree with the theoreti-
cal analysis quite well, in that the positions of the peaks and val-
leys in the measured curves are almost the same as those of the
theoretical curves. Although the two locations are far apart, the
measured TRRS distributions exhibit similar damping patterns
when the distance d increases, which shows that the TRRS dis-
tribution is independent of the locations. We also see that the
measured TRRS distribution curves are above the theoretical
curve. This is due to the contribution of the direct path between
the transmitter and receiver, which adds an asymmetric com-
ponent in the energy density function P(6) in (9). As a result,
the TRRS is a superposition of J3(kd) and some unknown
function. Nevertheless, since the pattern J§(kd) is dominant in
the TRRS distribution function and location independent, we
can exploit this feature for speed estimation and then estimate
the moving distance by integrating the speed over time.
Specifically, since the shape of the TRRS distribution func-
tion TR(d) ~ J§(kd) is determined only by the wave num-
ber k, which is dependent only on the carrier frequency and is
independent of location, it can be utilized as an intrinsic ruler
to measure distance. Consider that a receiver moves along a
straight line with a constant speed v, starting from location
Ro, and a transmitter keeps transmitting the TR waveform

corresponding to Ry at regular intervals. Then, the TRRS mea-
sured at the receiver is just a sampled version of 7R(d), which
would also exhibit the Bessel-function-like pattern, as illus-
trated in Figure 8. The feature points, i.e., the local peaks and
valleys, on the Bessel-function-like TRRS distribution can be
used to estimate the instantaneous speed of a moving object.
For example, consider the first local peak of 77(d), in which
the theoretical distance d; from the starting point Ry is approx-
imately 0.61A. To estimate the moving speed, we need only esti-
mate how much time 7 it takes for the receiver to reach the first
local peak, starting from point Ro. Then, the speed estimation
becomes v = (0.611)/7. At ahigh sampling rate, we can assume
that the actual speed within 7 is constant, and then we can further
estimate the moving distance by integrating the instantaneous
speed over time. A more recent study [36] has shown that the
speed and distance of a moving object can be estimated based
on CSI from Wi-Fi with a similar accuracy, even without wear-
able devices. The moving direction can be estimated using IMU
measurements. Combining the estimation of the moving direc-
tion and moving distance, the moving object can be tracked.

Map-based position correction
Since the TRITS estimates the location of a moving object based
on its previous location and the current location displacement,
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FIGURE 7. A comparison of the TRRS distribution between the experimental
results and the theoretical result [36].
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FIGURE 9. An illustration of map-based position correction.
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FIGURE 10. The results of walking distance estimation, with the four top-
to-bottom lines in each block representing the fifth, 25th, 75th, and 95th
percentiles of the estimated distance.

the positioning accuracy will be degraded by accumulated
error. Nevertheless, interior structures, such as doors, walls,
and corridors in the floor plan, can be embedded in the TRITS
and work as constraints and landmarks to alleviate the error.
For example, Figure 9 shows a T-shaped corridor with two
possible estimated paths. Compared to the ground-truth trajec-
tory denoted by the dashed line, estimated paths 1 and 2 will
penetrate a wall. In these two cases, a reasoning procedure
can be performed that adjusts each path so that its estimated
trajectory can be fitted to the floor plan and all of the bound-
ary constraints imposed by the floor plan can be satisfied. In
this way, the accumulated error from both the distance and the
direction estimation can be corrected.

Experiments

The first set of experiments was to estimate the moving dis-
tance of a human walking inside an office. One experiment
participant carried the transmitter and walked, in turn, 2, 4, 6,
8, 10, and 12 m. For each distance, we repeated the experiment
20 times along different paths; the walking speed did not need
to be constant. The results are shown in Figure 10. The error in
distance estimation is mainly due to the transmitter being car-

ried in the participant’s hand; the trajectory is inevitably affect-
ed by the human body’s movement during walking, while the
distance estimator actually calculates the integration of speed
over all moving directions. When the distance is shorter, the
impact of this kind of error can be magnified. Nevertheless,
when the walking distance is large, the impact of the uncon-
trollable errors on the distance estimation is insignificant.

We also evaluated the statistical distribution of the TRITS
location error. In the experiment, a participant walked along a
path in the same office environment, denoted by the green line
in Figure 11. The person started from point A and stopped at
different path locations, which are marked by green double cir-
cles. The distances from starting point A to each end point were
5, 11, 21, 25, 30, 40, 55, 64, and 69 m. For each path length,
we repeated the experiment 25 times. The cumulative distribu-
tion function (CDF) of the location estimation error for all of
the paths is shown in Figure 12. The median of the estimation
error is around 0.33 m, and the 80th percentile is around 1 m.
Therefore, the TRITS can track a moving object in a complex
indoor environment at submeter accuracy.

Wireless event detection

Inspired by the TR-based indoor positioning that associates a
location with a CSI fingerprint, we can also utilize the TR
technique to capture the variations in the multipath CSI due to
different indoor events, such as opening or closing a door or
window. By treating each path of the multipath channel in a
rich-scattering environment as a distributed virtual antenna, a
TR-based indoor event detection system (TRIEDS) can be
designed that takes the multipath CSI as the feature and deter-
mines the occurrence of an indoor event according to the cur-
rent CSI in the propagation environment.

CSl as a feature for event detection

The TRIEDS exploits the intrinsic property of the TR tech-
nique, i.e., capturing and fusing the information of the multipa-
th propagation environment in the spatial resonance. To detect
the occurrence of an indoor event by TR spatial resonances, the
TRIEDS first learns through an offline training phase and then
works in an online testing phase. Specifically, in the training
phase, a training database is built by collecting the CSI, e.g., the
time-domain CIR hr, from each indoor event through channel
probing. After that, in the online testing phase, the TRIEDS first
estimates the instantaneous multipath CSI hr, s from the cur-
rent indoor environment and then makes the detection based on
the one in the offline training database that generates the great-
est strength of the generated spatial resonance.

Phase 1: Offline training

For each indoor event S; € D, with 9D being the event set,
the corresponding CSI is obtained through channel prob-
ing and forms a matrix Hri as Hr,i = [h,i(to), ht.i(to), ...,
hr,i(tn-1)], where N is the size of the CSI samples for a train-
ing event. The vector hr,(t;) represents the estimated CSI vec-
tor of event S; at time #;, and Hr,; becomes the CSI matrix for
event Si.
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FIGURE 11. An illustration of the route and the floor plan in evaluating the statistical position error.

Phase 2: Online testing

The objective of a TRIEDS is to detect the occurrence of each
trained indoor event through evaluating the similarity between
the testing and the training CSI in the training database G.
The raw CSI obtained from radio devices is complex-valued
and of high dimensions, which complicates the detection prob-
lem and increases the computational intricacy.

With the spatial resonance effect, the TR technique provides
an accurate and simple method for comparing two CSI samples.
As demonstrated in Figure 13, each dot in the CSI logical space
represents an indoor event or location, which is uniquely deter-
mined by the multipath profile h. By taking a time-reverse and
conjugate operation over the multipaths, the corresponding TR
signatures g are generated, and the points in the CSI logical space,
as marked by A, B, and C, are mapped into the TR space, a point
logical space, as points A’, B', and C". In the TR space, the simi-
larity between two indoor events or indoor locations is quantified
by the TRRS. The higher the TRRS, the more similar are the two
multipath profiles in the TR space. Similar events defined by a
TRRS threshold will be treated as a single class in the TRIEDS.

Mathematically, the TRRS 7R(hr, hr2) between two
CIRs hrz,;1 and hry is defined as

max|(h71 *grz)[i]’

Nuap—1
\/Z el Z Ihn[z]\
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FIGURE 12. The empirical CDF of the position error.

where the maximal absolute value appearing in the numerator
can compensate possible synchronization errors; Niwp denotes
the length of the CIR vector, i.e., the number of taps; *
denotes the convolution operator; and gr» is the time-
domain TR signature of hr», as gr2[k] = h72[Nwp —k —1],
k=0,1,..., Nup — 1.

During the online monitoring phase, the receiver keeps
searching for the match between the current estimated CSI
and the one in G by locating the strongest TRRS. The TRRS
between the unknown testing CSI Hr,est and the trained event
Si is defined as
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T Rs;(Hrest) = max  max TR et hri),

Test € Hrest hri € Hryi

(12)

where Hr e« denotes a group of testing CSI samples assumed
to be drawn from the same state at M different time instances,
i~e-, HT,{est = [hT,test(IO), hT,lest(tl), ceey hT,test(tM—l)]-

Once we obtain the TRRS for each event, we can find the
most likely state for the testing CSI matrix H by searching for
the maximum among 7 Rs; (fI), Vi, as

;|

where the superscript * on S denotes the optimal. To avoid
false alarms introduced by events outside of the trained set D,
the TRIEDS adopts a threshold-trigger mechanism such that
the occurrence of event S™ is reported if and only if the TRRS
T Rs*(Hr,est) reaches a predefined threshold T".

argmax TRs:(Hres), if max TRs;Hres) =T

unknown,

. (13)

otherwise

Experiments

We evaluated the TRIEDS’s performance through experiments
on detecting states of multiple door openings and closings in a
typical office environment during weekday working hours. We
also evaluated the received signal strength indicator (RSSI)-
based indoor detecting approach [10], which differentiates
different doors’ open or closed state through RSSI change
patterns, and we compared it with the TRIEDS.

During the experiment, as shown in Figure 14(a), we placed
the radio frequency (RF) receiver on either location B or C,
and we set the transmitter on one of the 1-m-separated points,
designated axis I, 2, 3, and 4, represented by the green dots
in the figure. In total, then, there were two receiver locations
and four transmitter locations, resulting in eight transmit-
ter—receiver location possibilities. The TRIEDS’s task was to
detect which wooden door among doors D1-D8, as marked
in Figure 14(a), was closed versus all of the other doors being
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open. In Table 1, all of the trained indoor events are listed. For
each transmitter—receiver location and each potential event, we
measured 3,000 CSI samples.

When the receiver was on location B, the transmission
between the transmitter and the receiver was NLOS because
of the absence of a direct LOS link. On the other hand, when
the receiver was on location C, no matter which green dot the
transmitter was on, it was transmitting under LOS, which led
to a dominant multipath component existing in the multipath
CSI. An example of the multipath CSI with respect to the open
and closed states of door D1 is shown in Figure 15(a) and (b),
where the dominant path remains the same and contains most
of the energy in the CSI, while other multipath components
are distinct under the open and closed states. In Figure 15(c),
we show the TRRS between different indoor events. As differ-
ent colors represent different values of the TRRS, the TRIEDS
is capable of distinguishing between different indoor events
through the TRRS.

The overall false alarm and detection rate for the TRIEDS
and the RSSI-based approach are listed in Tables 2 and 3. We
find that the performance of the TRIEDS is superior to that
of the RSSI-based approach, as it achieves a better detec-
tion rate and a lower false alarm rate. Even in an office envi-
ronment with human activities, the TRIEDS can maintain
a detection rate higher than 96.92% and a false alarm rate
lower than 3.08% under NLOS, as well as a detection rate
higher than 97.89% and a false alarm rate lower than 2.11%
under LOS.

We can see from the experimental results that the TRIEDS
captures the variations in the CSI, maps different multipath
profiles of indoor events into separate points in the TR space,
compresses the complex-valued features into a real-valued
scalar TRRS, and supports the simplest detection and clas-
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Training: State Index

Table 1. A state list for TRIEDS to detect.

State Index Description
S All of the doors are open.
Sii Door D1 is closed and the others are open.

vi=1,2,...,8.

sification algorithms, producing a good performance. When
the surrounding environment is dynamic, changes introduced
to the CSI can be harmful to the TRIEDS’s performance,
depending on how significantly the multipath profile changes.
For example, if there was a furniture rearrangement introduc-
ing great changes to the majority of the multipaths, the space
would need reprofiling, and the training database would require
updating to maintain detection performance. However, if the
environmental change affected only a few multipaths and the
distinct feature in the CSI was preserved—e.g., when changes
happened far away from the transmitter and the receiver or only
a small object moved—system performance could be guaran-
teed without reprofiling the space. In [62], the researchers uti-
lized the CSI to detect door states in a single-family house for
two weeks with normal resident activities. As shown by these
long-term experiments, the system can achieve an accuracy of
over 90% without reprofiling all of the training events.

Human radio biometrics

Automated recognition of persons based on their biological
and behavioral characteristics involves well-known features,
including fingerprints, face, irises, and voice [63], [64]. Since
biometrics for individuals are inherent and unique, such traits
have become widely used in surveillance and authentication
systems for human identification. Because of the difficulty in
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FIGURE 15. A feasibility demonstration. The multipath profiles (amplitude part) for different states of door D1 under location C with (a) door open and
(b) door closed. (c) A resonance strength map with the receiver on location C and the transmitter on the first green dot (axis 1) [62].
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Table 2. The false alarm and detection probability for NLOS multievent

detection by the TRIEDS in a normal environment (location B) [62].

Locs Axis1  Axis2 Axis3  Axis4
TRIEDS detection rate (%) 96.92 98.95 99.23 99.4
TRIEDS false alarm rate (%)  3.08 1.05 0.77 0.6
RSS! detection rate (%) 92.5 94.16 9477 9536
RSS! false alarm rate (%) 7.5 5.84 523 4.64

Table 3. The false alarm and detection probability for LOS multievent

detection by the TRIEDS in a normal environment (location C) [62].

Locc Axis1  Axis2  Axis3  Axis4
TRIEDS detection rate (%) 97.89 9894 99.18  99.36
TRIEDS false alarm rate (%) 2.11 1.06 0.82 0.64
RSS! detection rate (%) 9673 9719 9735 9743
RSS! false alarm rate (%) 3.27 2.81 2.65 2.57
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FIGURE 16. A demonstration of radio propagation around a human body [77].

counterfeiting biometrics, techniques based on biological indi-
vidualities are good at countering growing security threats and
facilitating personalization and convenience, possessing clear-
cut advantages over traditional security methods, such as pass-
words and signatures.

Although current biometrics systems are accurate and can
be applied in all environments, all of them require special
devices that capture human biometric traits in an extremely
LOS environment—i.e., the subject must make contact with
the devices. In this section, we discuss a novel concept of
radio biometrics utilizing the multipath CSI, based on which
accurate human identification and verification can be imple-
mented with commercial Wi-Fi devices, even in a through-
the-wall setting.

CSl as human biometrics

The relationship between human physical characteristics and
the absorption of EM waves by human bodies has been stud-
ied in the carrier frequency range of 1-15 GHz, where Melia
found that the body’s surface area has a dominant effect on
absorption [65]. Other researchers further studied the interac-
tion of EM waves with biological tissues [66] and measured

these tissues’ dielectric properties [67], [68]. According to the
literature, the wireless propagation pattern around a human
body depends highly on individual physical characteristics
(e.g., height and mass), the total body water volume, the skin
condition, and the characteristics of other biological tissues.
The work in [76] first proposed the concept of human radio
biometrics and defined it as the human-affected wireless sig-
nal under attenuations and alterations, containing individual
identity information. The term radio shot is defined as the
procedure of taking and recording human radio biometrics via
REF signals (such as Wi-Fi).

Radio biometrics can be viewed as unique for each human
being. Take the DNA sequence as an example. All humans are
99.5% similar in terms of DNA sequence, but no two are geneti-
cally identical, which is the key to techniques such as genetic
fingerprinting [69]. Considering the combination of all of the
physical characteristics and other biological features that affect the
propagation of EM waves around the human body and how vari-
able those features can be among different individuals, the chance
for two humans to have identical combinations is significantly
small, no matter how similar those features might be. Conse-
quently, a person’s radio biometrics, which reflect how wireless
signals interact with the human body, can be viewed as unique.

The human body acts as an RF reflector and absorber in
an indoor wireless signal propagation environment. Radio
propagation around the human body is demonstrated in Fig-
ure 16, where the red dots represent the reflecting and scat-
tering points due to the human body and other objects. As
seen from the figure, human radio biometrics are implicitly
embedded in the multipath CSI profile. However, the human
body may affect only a few paths of the multipath CSI, and the
energy of those paths is small because of the low reflectivity
and permittivity compared with other static objects, such as
the walls and furniture. As a result, human radio biometrics
captured through radio shot are buried in the CSI by other
useless components.

Furthermore, because the raw CSI obtained from Wi-Fi
chips is a large-scale, complex-valued matrix, the resulting
raw radio biometrics are high dimensional and complex val-
ued, which further complicates the identification problem and
increases the computation complexity. To tackle the above
problem, we discuss several postprocessing algorithms to
calculate an analytic based on the TR technique that extracts
the human radio biometrics and emphasizes the differences
among individual radio biometrics.

TR-based human identification

TR-based human identification exploits the human radio bio-

metrics embedded in the CSI and consists of the following

two key components:

® Human radio biometrics refinement: This module extracts
the human biometric information from the raw CSI mea-
surement, which is a complex-valued matrix. Because of
the independence of each link, the background for each
must be calculated and compensated for individually. An
important consideration is that each CSI measurement may
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be corrupted by the sampling frequency offset and the sym-
bol timing offset. Hence, before background calculation
and compensation, the phase of each CSI measurement
must be aligned. After alignment, based on the assumption
that the human radio biometrics contribute to only small
changes in the multipath, the background can be obtained
by taking the average of several CSI measurements.

m TR-based identification: Once the complex-valued human
radio biometrics information is refined, this component sim-
plifies the identification problem by reducing the high-
dimensional, complex-valued feature to a real-valued scalar.
By leveraging the TR technique, the human radio biomet-
rics are mapped onto the TR space, and the TRRS quanti-
fies the differences between different radio biometrics.
Mathematically, the frequency-domain CSI, i.e., the CFR,

for the mth link with the presence of human i can be decoupled

into a common CSI component and the human radio biomet-
ric component:

hi) =hio +ohi, i=12,...N, (14)

where h , is a Nsup X 1 complex-valued vector, which de-
notes the CSI when the ith individual is present. N is the
number of individuals to be identified, and Ngwb is the number
of subcarriers, i.e., the length of the CSI. The static CSI com-
ponent hfp"})) is generated from the static environment in the
absence of a human, and 6h(m) denotes the perturbation in the
CSI caused by the ith individual. Here, the shY") is the raw
human radio biometric information of the zth individual
embedding in the CSI of the mth link.

Radio biometrics refinement

In the CSI model in (14), the radio biometrics Sh(m) also con-
sist of two parts: the common radio biometric information and
the distinct radio biometric information. Thus, h,(-m) can be fur-
ther decomposed as

hY") =hY) +8h{ . +8h ., Vi,m, 15)

where Sh(F'f‘,)v,(. represents the common radio biometric infor-
mation determined by all of the N participants in the identifi-
cation system and 6h¥i’,~{,~c is the individual distinct radio
biometric information.

To extract the distinct radio biometrics Sh(F’f’Z i» We must first
estimate the background information in the CSI h(p'fl()) + 5h(p'711,.(..
Then, we can extract the distinct human radio biometrics for
each individual on link m, i.e., the h F", , by subtracting a scaled
version of the background component from the original

CSI, as

N h(m)

h(m) h(m) a ,
NS ng P

(16)

where + X h{?/ | h{” |> is the estimation of the back-
ground 1nf0rmat10n in the CSI and a € [0,1] is the back-
ground subtraction factor. A typical value of o is 0.5.

Because of the MIMO transmission, the radio biometrics of
each individual is a matrix, i.e., Hr; = [h;‘l,),', hg;, .. (N"“k)] Vi,
where Niink is the number of transmitter—receiver links in the

MIMO system.

|dentification methodology

After taking the radio shot by means of the TR signal process-
ing, we map the high-dimensional, complex-valued human
radio biometrics embedded in the CSI measurements into the
TR space, and we reduce the feature dimension from L X M
to 1. We can implement the human recognition problem as a
simple multiclass classification problem, where we measure
the similarity between training and testing features by the
value of the TRRS.

Let us denote the TRRS between two CFRs hr,;i and hr»
as 7 R(hr,1, hryo). Then, the TRRS between two radio bio-
metric matrices Hr; and Hr; is defined as the average of the
TRRSs on each of the links, i.e.,

TRMHri, Hr)) = Z TR(RS, ™). (17)

For any radio biometric measurement Hr s, given a train-
ing database consisting of the radio biometrics of each indi-
vidual Hr; Vi, the predicted individual identity is determined
based on the TRRS, as shown in (18), where I" is a predefined
threshold for triggering the identification, and i =0 denotes
an unidentified individual.

. {argmlax T R(HF,test, Hr, i), i max TRMrest, Hr,i) = T

L= 0, otherwise.
(18)

Experiments

We conducted experiments to evaluate both the accuracy of
the TR-based human identification system and the impact
introduced by the inconsistency in human poses. The test set-
ting is depicted in Figure 17(a), where a tester stands on the
footprint in a closed room between the transmitter and the
receiver, which are marked as circles.

To analyze the feasibility and accuracy of identifying indi-
viduals using human radio biometrics, we tested the system
to differentiate among 11 individuals, and the corresponding
ROC curve is plotted in Figure 17(b). With a threshold I" being
0.91, the average identification rate was 98.78%, while the false
alarm rate was 9.75%. A false alarm was introduced mainly
when two individuals had similar body contours, such that
the possibility of misclassification between them increased.
However, since the permittivity and conductivity of body tis-
sues, which are more distinct between different individuals,
also affected the Wi-Fi signal propagation that encountered the
human body, the identification accuracy was still high.

In the next experiment, we studied the impact of the incon-
sistency in human poses between the training and testing phas-
es on the identification accuracy. We asked four participants to
stand at the same location and assume five different poses by
lifting their arm at various angles and in different directions,
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as shown in Figure 17(c). The corresponding ROC curves are
shown in Figure 17(d). When the testing samples came from the
same pose, the identification rate reached 97.67%, with a false
alarm rate of 5.58%. However, as the participants progressive-
ly changed their poses from the second pose to the fifth, the
identification rate dropped from 95.66% to 88.06%, 58.83%,
and 79.29%, respectively, with a false alarm rate around 5.6%.
The system was robust to slight changes in posture, e.g., from
pose 1 to pose 2. However, as shown by the ROC curve of test-
ing over pose 4, when the pose considerably alters the propaga-
tion environment, the TR-based human identification system
may have difficulty finding a match in the training database.
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Hence, when the poses or the standing locations change, the
multipath profiles in the TR space might fall out of the person’s
proximity (the range of high similarity), which degrades the
identification rate.

Wireless vital signs monitoring

Since the CSI can capture environmental perturbations due to
human activities, the features of different behaviors can be
extracted by analyzing the CSI. Among the various human
activities, breathing is an important one, since it is a fundamen-
tal physiological function that can act as a vital indicator and
predictor of health status. Although breathing introduces very
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The experiments on human radio biometrics. (a) The test setting floor plan; (b) the ROC curve of identifying 11 individuals; (c) a demonstration
of different poses; and (d) the ROC curve of identifying four individuals with different training and testing poses [77].
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minor environmental perturbations and affects CSIs only slight-
ly, the periodic pattern of breathing embedded in the CSI time
series is very distinct and can be extracted with high fidelity.

CSI model in the presence of breathing
To better understand the impact of breathing on CSI values, let
us start with a time-varying CSI (CFR) model without envi-
ronmental perturbations as
L o
h® =D Ce ™ +e® (), (19)
0=1

where k € V and V denotes the set of usable subcarriers with
a total of Nsw usable subcarriers, L is the total number of mul-
tipaths, ¢¢ is the complex gain of multipath ¢, d, is the length of
multipath ¢, and Ay is the wavelength of subcarrier k given by
Ak = C/( fe(k/INpFrTs)). Here, f is the carrier frequency, c is
the speed of light, 75 is the sampling interval given as Ts = 1/B
where B is the baseband bandwidth of the Wi-Fi signals, and
Norr is the size of the discrete Fourier transform. The function
e® (t) is the thermal noise on subcarrier k at time ¢. Without
environmental perturbations, the multipath gains and delays are
time invariant.

With breathing, one or more multipath gains and delays
become time varying and introduce periodic variations into
the CSI values. Figure 18 demonstrates an example of how
breathing affects CSI values received on Wi-Fi devices. For
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FIGURE 18. The impact of breathing on CSIs.

simplicity, we assume that breathing affects only multipath 1
and the gain of multipath 1 takes the form of [44]

_ Adi g oo2rb W\
gl(t)—gl><<1+ i s1n|sm( 60 t+z)> s

(20)
where {1 and di are the gain and path length for multipath
1 in a static environment, Ad; is the additional positional
displacement of multipath 1 caused by breathing, y is the path-
loss exponent, 6 is the angle between the subject and the
impinging EM wave, b is the breathing rate measured in
breaths per minute, and ¢ is the initial breathing phase. Given
that d1 > Ad\, {1(f) can be approximated by the time-invariant
multipath gain (.

Meanwhile, breathing affects the phase of multipath 1 by
changing its path length di(¢), expressed as

di(1) = dy + Ads sinesin(%t+¢). 1)
Substituting (19) and (21) into (18), we have
4 ) Adlsinesin(mquﬁ)
W0 = e et
L o d
+3 L a +eP ). (22)
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The first term on the right-hand side of Hi(#) in (22) can
be decomposed into an infinite summation according to the
Jacobi—Anger expansion [45], given as

e (27D
Admnesm(To r+¢>
Ak =

+oo 2

S (=D (v e

m=-—oco

—j2m

e 1 e«rm¢>7

(23)

where vi = 27sinAd1/Ax and J(x) is the mth-order Bessel
function with argument x.

In practice, Ju(v«) decays rapidly for |m| = 2, given typi-
cal values of vi, and Hi(f) can be approximated as

(k) —'271ﬂ < m 'mﬂt jme
e () = e a Y, (—=1)"Ju(vi)e™ 60 el

m=—1

s®(r)

L o d
+ Lo +e P (1),
0=2
IU\'D

24

where S®(f) stands for the useful signal for breathing moni-
toring on subcarrier k and I® represents the time-invariant
part due to the static environment and is regarded as the inter-
ference. Notice that the dynamic model of hka)(t) shown in
(24) can be easily extended to multiperson cases.

Breathing monitoring using CSl values

As breathing introduces periodic variations into the CSI time
series, to extract the breathing rate, we can calculate the pair-
wise complex-valued TRRS between any two CSI values in
the time series, which encapsulates variations of both CSI
amplitudes and phases, given as

Nsub

D hrilklhemlk]e 7@ 0
TRhEi hrm) =*=1

[l s

iim =1,2,..,N, (25)
where N is the number of CSI vectors and hg; = {hf@i} kev =

[AFi[1], -+, hri[Nsw]] is the CSI vector composed by all
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of the subcarriers received at the ith time instance. We
introduce @" and k" in (25) to remove the initial and linear
phase distortions.

The TRRS matrix R includes all of the pairwise TRRS
values. Assuming a total of N CSI vectors, the (i, m)th entry
of the N x N TRRS matrix R is given by R;., as shown
in (25).

After this, the breathing rates can be extracted from the
TRRS matrix via a spectral analyzer, e.g., based on the Root-
MUSIC algorithm [46]. If we denote the 2N — 2 complex roots
by z ={Z1, 22, 23, ..., Zon—2}, then one can choose p out of
the N — 1 complex roots closest to the unit circle, where p is
the signal subspace dimension. The breathing rate estimation
can be formulated as b; = 60X (A%,-/27[T5),i =1,2,...,p,
where T is the sampling interval and £ (x) is the operator that
extracts the phase from the complex argument x.

In reality, breathing rates are limited to a finite range
[ min, bmax], since a person cannot breathe extremely quick-
ly or slowly. Thus, we sift the breathing rate estimations
b= [131, 132, . l;p] by discarding those outside the range of
[Hmin, bmax], which leads to b = [l;,~.,l;rz,...,13r,,], where p’ is
the number of the remaining complex roots and r; is the index
of the ith remaining estimation.

For CSIs measured on Nen Wi-Fi channels and with Niink
antenna links, the set b can be written as the union of the
estimated breathing rates calculated on all Wi-Fi channels
and antenna links, i.e., b =UM"% U ?;"'1 b, where b is the
breathing rate estimation obtained on the sth antenna link and
fth Wi-Fi channel.

We can also extend the breathing rate estimation to a mul-
tiperson breathing monitoring case by running a clustering
algorithm, e.g., affinity propagation [47], on the estimated
breathing rates [81].

Experimental results

We evaluated the performance of the breathing monitoring
system by comparing the breathing rate estimations against
the ground truths. To obtain the ground truths, each participant
synchronized his or her breathing with a metronome.

Up to seven people were invited into a conference room,
with two devices placed under NLOS for breathing monitoring.
Figure 19 summarizes the performance accuracy, which shows
that an accuracy of 99.1%, when K =7, and a mean accuracy of
97.3% averaging over all seven cases were achieved.

Related works and comparisons

As discussed in the previous sections, if one can create a large
effective bandwidth with the aid of either antenna or frequency
diversity, there will be large enough multipaths available to
enable many cutting-edge IoT applications that are independent
of the carrier frequency. Our experimental results showed that the
CSI obtained using Wi-Fi chips with antenna diversity can render
meaningful radio analytics. With more bandwidth possibly avail-
able in fifth generation, and thus more multipaths observed, one
can expect even better performance. In addition, it is possible to
implement these IoT applications with even just one antenna.
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There are other radio analytics approaches in the litera-
ture. One is to leverage the radar concept to utilize the time
of flight (ToF) for locationing [60], [71] and breathing moni-
toring [78]. There are a few drawbacks to obtaining the ToF,
including the need to perfectly synchronize the devices and
scan through a large spectrum, often with a range of sev-
eral hundred megahertz or more. Thus, the hardware cost
can be higher than with simply using commodity Wi-Fi
or LTE devices. Furthermore, when in different environ-
ments, especially under NLOS conditions with different
construction materials, some calibration or training must
first be performed.

The presented TR techniques, however, do not require an
LOS path between the transmitter and the receiver and can
work as well in NLOS conditions. This leads to more flexibil-
ity in deploying the devices; e.g., only a few devices can cover
a large area for positioning and tracking.

Another common practice to obtain the multipath CSI
values is by means of ultrawide-band signal transmission
[1], [14], which offers an ultralarge bandwidth to obtain a
large number of multipaths. But because of regulations,
the very low transmission power requirement may signifi-
cantly limit the coverage and increase the infrastructure
cost. As such, this solution is often used for close-range,
LOS applications.

In the following, we will discuss in detail the existing
approaches on indoor positioning and tracking, event detec-
tion, human radio biometrics, and breathing monitoring using
RF signals.

Indoor positioning and tracking

Although GPS has been widely deployed as a successful
solution to outdoor positioning, many questions still remain
concerning indoor positioning [1], [2], because the interior
structure of a building is much more complex than the out-
door environment. Various indoor positioning techniques
have been proposed, which can be mainly classified into four
categories, based on vision, acoustic signals, IMU, and radio.
The vision-based approaches, such as camera, laser, and so
forth, suffer from high deployment and hardware costs, the
need for sophisticated calibrations, and limited coverage,
although a very high accuracy may be achieved. The acous-
tic-based techniques have only a limited range and are not
scalable to a large number of users. The positioning accuracy
of IMU-based methods is limited mainly by gyroscope drift-
ing and poor moving-distance estimation.

Because of the ubiquitousness and low cost of RF devices,
radio-based IPSs, especially those founded on Wi-Fi, have
become popular nowadays. Based on the principles they use,
the radio-oriented indoor positioning schemes can be further
categorized into two classes [1]: triangulation based and fin-
gerprinting based. The features they utilize can be obtained
either from the medium access control layer information, e.g.,
RSSI readings and the time stamps of the received packets
at the receiver, or from the physical layer information, e.g.,
the CSI.

Triangulation based

In the triangulation-based schemes, either the distance [19]—
[21] or the angle [22]-[24] between a device and several anchors
is estimated, and the position of the device can be inferred by
performing geometrical triangulation. The distance between
the device and anchor can be estimated from the RSSI decay
[17] or from the ToF of the transmitted packets that can be
extracted from the time stamps of the received packets [25].
The angle between the devices can be obtained by examining
the features of the CSI values received by multiple receiver
antennas, and then the angle of arrival of the direct path to the
target can be found. However, the main challenges for the tri-
angulation-based approaches are the blockage and reflection
of the transmitted signal, since only the signal coming from
the direct path between the device and anchor can be used
for positioning.

Fingerprinting based

In the fingerprinting-based schemes, the features can be
obtained either from the vector of the RSSIs [17], [26] or the
detailed CSI values [27], [28], [30] from a specific location to
all of the anchors in range. A major drawback of the finger-
printing-based approach is that the features of the mapped
locations are susceptible to environmental dynamics and the
database of the mapped fingerprints needs to be updated before
it can be used again. In addition, the computational complexity
of fingerprinting-based approaches is high, and thus they are
not feasible for low-latency applications.

Compared with these fingerprinting schemes, the centi-
meter-accuracy IPS discussed in this article fully exploits the
spatial and frequency diversity of the multipath CSI to increase
the effective bandwidth and enhance the robustness against
environmental perturbations. The complexity of the feature
calculation based on TRRS is also lower than most existing
approaches. With the centimeter-accuracy IPS, many applica-
tions that need precise positioning can be enabled. For exam-
ple, one may be able to design industry production lines that
can accurately locate different parts, align them, and assemble
them with much less human intervention. The mapping-free
indoor tracking system can further reduce the implementa-
tion complexity, since it requires no feature matching as in
the fingerprinting-based schemes and no recalibration. Most
important, both of the two approaches can perform equally
well under LOS and NLOS.

Indoor event detection

Common features of RF signals to identify variations during
signal transmission for indoor event detection include the
RSSI and CSI. Because of its susceptibility to environmental
changes, the RSSI has been applied to indicate and further
recognize indoor activities [9], [10], [51], [52]. However,
because the RSSI is coarse-grained and can be easily corrupt-
ed by the multipath effect, RSS-based sensing systems often
require an LOS transmission, resulting in limited accuracy in
indoor activity detection. Furthermore, CSI, including the
amplitude and the phase, is now accessible in many commercial
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devices and has been used for indoor event detection [11],
[53]-[58]. However, most aforementioned CSI-based indoor
sensing systems rely on only the CSI amplitudes, whereas the
phase information is discarded regardless of how informative
it may be.

Another technology category of device-free indoor moni-
toring systems is adopted from radar imaging technology
to track targets [59], [60], [70], [71]. However, their tech-
niques consume over 1 GHz of bandwidth and require a
specially designed RF signal to sense the environment.
Recently, Ohara et al. introduced a new method for indoor
event detection by recognizing and classifying CSI with
a deep neural network (DNN) composed of three convo-
lutional layers and two recurrent layers [72]. However,
because of the nature of DNNSs, the complexity of train-
ing data collection and network learning is extremely high.
In contrast, by leveraging the TR technique to exploit rich
CSI, the proposed TRIEDS introduces a novel and practical
solution that can well support through-the-wall detection
and requires only low-complexity, single-antenna hardware
operating in the ISM band.

Human radio biometrics

Traditional biometrics systems, including fingerprint, face,
and iris recognition, are accurate. However, they require spe-
cial devices to capture human biometric traits in an extremely
LOS environment, i.e., the subject must make contact with the
devices. Another category of biometrics is gait analysis. It
relies on the individual walking pattern to distinguish identity.
Conventional gait recognition requires high-speed cameras,
wearable sensors, and floor sensors [73].

Recently, gait recognition has been extended to an RF plat-
form where the Doppler shift or the ToF of the signal reflected
by the human body is used to extract the individual gait pattern
[70], [74], [75]. However, to get a high-resolution gait profile, it
relies on special devices to scan over an ultrawide spectrum, and
LOS transmission is often required to guarantee the accuracy of
the extraction. Moreover, the computational complexity intro-
duced by the necessary image processing and machine learning
algorithms for gait recognition is high. Unlike the aforemen-
tioned system, the proposed human identification system is
based on radio biometrics and is thus capable of distinguishing
and identifying different individuals through walls accurately
with commercial Wi-Fi devices. In addition, the proposed sys-
tem can support simple and efficient algorithms to achieve high-
accuracy performance.

Breathing monitoring

Contact-free breathing monitoring schemes have been devel-
oped to overcome the drawbacks of conventional breathing
monitoring methods requiring physical contact with human
bodies. Among them, schemes using EM waves are favor-
able, since they can monitor breathing rates through the
wall in a highly complicated indoor environment. In terms
of techniques, they can be classified into radar based and
Wi-Fi based.

Among the radar-based schemes, Doppler radar is com-
monly used, which measures the frequency shift of the signals
caused by the periodic variations of the EM waves reflected
from human bodies [77]. Recently, Adib et al. presented a
vital signs monitoring system that uses the Universal Software
Radio Peripheral as the RF front end to emulate a frequency
modulated continuous radar [78]. However, the requirement of
specialized hardware introduces a significant deployment cost.
In addition, the regulation on the transmission power signifi-
cantly limits the range the system can monitor.

For the Wi-Fi-based schemes, RSSI is often used be-
cause of its availability on many Wi-Fi devices. In [79], Ab-
delnasser et al. presented UbiBreathe, which harnesses
RSSI on Wi-Fi devices for breathing estimation. However,
UbiBreathe is accurate only when users hold the Wi-Fi
device close to their chest. More recently, CSIs were used
for breathing monitoring. The scheme proposed by Liu et al.
in [80] is one of the first few CSI-based breathing monitoring
approaches. Nevertheless, a periodogram is used for spec-
tral analysis, which needs a relatively long time for accurate
breathing monitoring.

Compared with the aforementioned methods, the proposed
breathing monitoring scheme is infrastructure free, since it
utilizes off-the-shelf Wi-Fi devices. Furthermore, with the
Root-MUSIC algorithm, the proposed approach can achieve
highly accurate breathing rate estimations within a short peri-
od of time, and it can resolve the breathing rates of multiple
people concurrently.

Condlusions

As a revolutionary platform that connects everything around the
world, the IoT has dramatically changed our lifestyle and
enabled us to measure and track everything connected to it.
Because of the ubiquitous deployment of wireless devices, wire-
less sensing that can make many smart IoT applications possi-
ble has recently received a great deal of attention. As the next
generation of wireless systems embraces a larger bandwidth, rich-
er information can be revealed through wireless sensing, e.g., in
the form of multipaths. As bandwidth increases, the number of
multipaths that can be resolved also increases, allowing them to
serve as hundreds of virtual antennas.

Motivated by the physical principle of TR, we developed
various radio analytics for smart IoT applications in indoor
positioning, event detection, human recognition, and vital
signs monitoring. Unlike conventional approaches for these
applications, the proposed radio analytics approach can work well
under NLOS and enjoys low implementation complexity, thus
making it an ideal paradigm for smart IoT sensing, positioning,
and tracking.
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