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ABSTRACT
Multimedia social networks have become an emerging re-

search area, in which analysis and modeling of the behavior

of users who share multimedia are of ample importance in

understanding the impact of human dynamics on multimedia

systems. In peer-to-peer live-streaming social networks, users

cooperate with each other to provide a distributed, highly scal-

able and robust platform for live streaming applications. How-

ever, every user wishes to use as much bandwidth as possible

to receive a high-quality video, while full cooperation cannot

be guaranteed. This paper proposes a game-theoretic frame-

work to model user behavior and designs incentive-based strate-

gies to stimulate user cooperation in peer-to-peer live stream-

ing. We first analyze the Nash equilibrium and the Pareto op-

timality of 2-person game and then extend to multiuser case.

We also take into consideration selfish users’ cheating behav-

ior and malicious users’ attacking behavior. Both our analyt-

ical and simulation results show that the proposed strategies

can effectively stimulate user cooperation, achieve cheat free,

attack resistance and help to provide reliable services.

1. INTRODUCTION

With the explosive growing of network, multimedia signal

processing, and communication technologies, over millions

of users share the multimedia contents over the internet, thus,

those users form huge social networks over the world. These

multimedia social networks have lots of users and interact

with each other without geographical restrictions, which raises

a crucial issue of understanding how the users influence each

others’ behaviors and analyzing the dynamics. Although human-

to-human dynamics is an area with growing importance, hu-

man factor seldom appeared in signal processing analysis.

These kinds of investigations also help to both offer more

secure and personalized services and design multimedia and

networking systems.

Peer-to-Peer (P2P) live streaming network [1], is one of

the biggest multimedia social networks on the internet, con-

sisting of self-organizing, distributed systems, with no cen-

tralized authority or infrastructure. Every user in a P2P live
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streaming social network wants to watch a live program over

the internet at the same time, and the network relies on vol-

untary resource contributions by individual peers. Therefore,

it’s critical to analyze the users’ behavior and provide both

incentives and optimal strategies for cooperation.

Since the users in a P2P live streaming social network are

strategic, they are likely to manipulate any incentive system

and every rational user in the network is selfish in the sense

that everyone wants to has higher video quality as possible,

even with cheating. As a result, game theory [2] is a proper

tool for modeling the interaction of peers to analyze the opti-

mal and cheat-proof cooperation strategies.

There are some prior work related to the P2P live stream-

ing social network analysis: the game theoretic framework

for P2P file sharing is investigated in [3], and [4] provides a

mechanism for cooperation in P2P live streaming networks

assuming every one in the P2P live streaming social network

is willing to cooperate, while [5] provide a reputation-based

mechanism in P2P live streaming network. However, the cheat-

proof and optimal cooperation strategy of P2P live streaming

social network is not studied.

In this paper, we’ll focus on designing cooperation stim-

ulation strategies for P2P live streaming social networks un-

der a game theoretic framework. We first study a two-player

game and investigate the Nash equilibria. Since this game

usually has multiple equilibria, we then investigated how to

apply extra optimality criteria, such as Pareto optimality, fair-

ness, and cheat-proofing, to further refine the obtained Nash

equilibrium solutions. The goal of this analysis is to stimu-

late each pair of user in the P2P live streaming game to start

cooperate with each other safely.

The rest of this paper is organized as follows: Section

?? introduces the P2P live streaming system and the game-

theoretical framework. Section ?? studies the attack-resistant

cooperation equilibria of all the non-malicious users in the

live-streaming game. In Section ?? extensive simulations have

been conducted to evaluate the performance of the proposed

strategies. Finally, Section ?? concludes this paper.
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2. SYSTEM MODEL

In this section, we first describe how two users in a P2P live

streaming social network cooperate with each other. We then

define the payoff function and introduce the game-theoretic

modeling of user dynamics.

2.1. P2P Live Streaming Cooperation Model

In a delivery architecture for live video streaming, a video bit

stream is divided into media chunks of M bits, and all the

chunks are available at an original server. When a peer wants

to view the video, he/she first obtains a list of peers currently

watching the video, together with information about the avail-

ability of each chunk in others’ buffers. At the beginning of

each round, every user sends a request either to one of his/her

peers or the original server. Every peer can only send one re-

quest in each round and also answer at most one request. Let

τ be the duration of each round.

2.2. Game Theoretical Model

Next, we will investigate how to stimulate cooperation for all

members in peer-to-peer live streaming over heterogeneous

and error-prone networks, and analyze users’ behavior dy-

namics. We focus on the scenario that video streaming will

keep alive for a relatively long time, and there exist a finite

number of users, for example, people watch live Super Bowl

over the Internet. Each user will stay in the social network for

a reasonably long time, for example, from the beginning to the

end of the game. They are allowed to leave and reconnect to

the network when necessary.For each user, uploading chunks

to other users will incur some cost, and successfully receiv-

ing chunks can improve the quality of his/her video and thus

brings some gain. To simplify the analysis, in this section, we

assume the video stream is encoded using non-scalable video

codec. Therefore, for each user i, each received chunk gives

the same gain gi, whose value is specified by the user individ-

ually and independently. As discussed in Section ??, gi, the

gain of receiving a chunk for the live video, is evaluated by

user i by how much he/she wants to watch the video. For in-

stance, gi should be set to 1 if at this moment, all user i wants

to do is watch the live streaming. The more activities user i is

doing simultaneously using the network bandwidth, the lower

the gi is. If user i is utilizing lots of his/her upload bandwidth

and does not care about the quality of the live video stream, gi

should be set to 0, and user i will not join the P2P live stream

social network.

In a real-world social network, some users may be mali-

cious, whose goal is to cause damages to other users. In this

paper, we focus on insider attackers, that is, the attackers also

have legitimate identities, and their goal is to prevent the self-

ish users from getting chunks. In P2P live streaming social

networks, there are two ways to attack the system:

1. Incomplete chunk attack: The malicious user agrees

to send the entire requested chunk to the peer, but sends

only portions of it or no data at all. By doing so, the re-

questing peer wastes his/her request quota in this round,

and has to request the same chunk again in the next

round.

2. Pollution attack: The other kind of attack in peer-to-

peer live streaming is pollution [?]. In P2P streaming

system, a malicious user corrupts the data chunks, ren-

ders the content unusable, and then makes this polluted

content available for sharing with other peers. Unable

to distinguish polluted chunks from unpolluted files,

unsuspecting users download the polluted chunks into

their own buffers, from which others may then down-

load the polluted data. In this manner, polluted data

chunks spread through the system.

Instead of forcing all users to act fully cooperatively, our

goal is to stimulate cooperation among selfish users as much

as possible and minimize the damages caused by malicious

users. In general, not all cooperation decisions can be per-

fectly executed. For example, when a peer decides to send

another peer the requested chunk, packets of the chunk may

be dropped due to the overloaded routers. It is also possible

that the chunk may fail to be completely received in one round

due to the significant delay caused by the congested network.

In this paper, we assume that the requesting peer gives up the

chunk once it does not arrive in the round, and we use pij to

denote the probability of successful transmission of a chunk

from peer i to peer j in one round of τ second. At the begin-

ning of every round, each user will send only one chunk re-

quest to one user. Each user will respond to only one request.

We assume every chunk request can be received immediately

and perfectly.

In order to formally analyze cooperation and security in

such peer-to-peer live streaming networks, we model the in-

teractions among peers as the following game:

• Server: The video is originally stored at the original stream-

ing server with upload bandwidth Ws, and the server will

send chunks in a round-robin fashion to its peers.

• Players and player type: There are finite number of users/peers

in the peer-to-peer live streaming social network, denoted by

N . Each player i ∈ N has a type θi ∈ {selfish, malicious}.

Let Ns denote the set of all selfish players and Nm = N\Ns

is the set including all insider attackers. A selfish user aims

to maximize his/her own payoff, and may cheat other peers

if cheating can help increase his/her payoff. A malicious

user wishes to exhaust other peers’ resources and attack the

system.

• Chunk requesting: In each round, each player has one chunk-

request quota, where he/she either requests a chunk from a
peer, requests a chunk from the video streaming source, or

does not request any chunks in this round.
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• Request answering: For each player, after receiving a re-

quest asking for the upload of a chunk in its buffer, it can

either accept or refuse the request.

• Cost: For any player i ∈ N , uploading a chunk to another

player incurs cost ci = M/Wiτ , where Wi is player i’s
upload bandwidth and Wi ≥ Wmin ≥ M/τ .

• Gain: For each selfish user i ∈ Ns, if he/she requests a

data chunk from another peer j, and if an unpolluted copy

is successfully delivered to him/her, his/her gain is gi where

Pjigi > ci.

• Utility function: We first define the following symbols: for

each player i ∈ N ,

– Cr(i)(j, t) is the total number of chunks that i has requested

from j by time t. Here, j can be either a peer (j ∈ N ) or j
is the streaming server. Cr(i)(t) =

∑
j∈{N, source} Cr(i)(j, t)

denotes the total number of chunks that i has requested by

time t.

– By time t, peer i has successfully received Cs(i)(j, t) chunks

from peer j in time (a chunk is received in time if and

only if it is received within the same round that it was re-

quested).

Cs(i)(t) =
∑

j∈{N,source} Cs(i)(j, t) is peer i’s total num-

ber of successfully received chunks by time t.

– By time t, C
(i)
p (j, t) is the total number of polluted chunks

that peer i received from peer j. The total number of suc-

cessively received unpolluted data chunks that peer i re-

ceived from peer j is Cs(i)(j, t)−C
(i)
p (j, t), and each suc-

cessfully received unpolluted chunk gives peer j a gain of

gi.

– Cu(i)(j, t) denotes the number of chunks that i has up-

loaded to player j by time t. Cu(i)(t) =
∑

j∈{N,source} Cu(i)(t).
The cost of uploading each chunk is ci for peer i.

Let tf be the lifetime of the peer-to-peer live streaming so-

cial network, and T (i)(t) denotes the total time that peer i is

in the network by time t. Then, we model the player’s utility

as follows:

1. For any selfish player i ∈ Ns, its utility U
(i)
s (tf ) is defined

as in (1), where the numerator denotes the net profit (i.e.,

the total gain minus the total cost) that the selfish peer i
obtained, and the denominator denotes the total number of

chunks that i has requested. This utility function represents

the average net profit that i can obtain per requested chunk,

which i aims to maximize.

2. For any malicious player j ∈ Nm, its objective is to maxi-

mize its utility as defined in (2). The numerator in (2) rep-

resents the net damage caused by j: the first term describes

the total costs to other peers when sending the requested

chunks to the malicious user j; the middle term evaluates

other selfish peers’ potential loss in gain due to the incom-

plete chunk attack by peer j; and the last term is peer j’s

cost by uploading chunks to other peers. We normalize

it using the lifetime of peer j, T (j)(tf ). Now, this utility

function represents the average net damage that j causes to

the other nodes per time unit.

3. ATTACK-RESISTANT COOPERATION
STIMULATION STRATEGIES

?? In this section, we will discuss the two methods to resist

pollution attack and incomplete-chunk attack and propose the

attack-resistant cooperation strategy for P2P live-streaming

social networks.

3.0.1. Credit Mechanism for Malicious User Detection

To distinguish “intentional” malicious behavior from “inno-

cent” misbehavior caused by packet delay, we introduce the

credit mechanism. Addressing the pollution attack, for any

two peers i, j ∈ N ,

Cc(i)(j, t) = Cu(i)(j, t) − C(j)
p (i, t) (3)

calculates the total number of unpolluted chunks that peer i
has uploaded to peer j by time t. If the chunk is unpolluted,

and is received before its playback time, then the chunk is

useful. Note that for a selfish user i ∈ Ns, as discussed in

the previous section, he/she has no incentives to intention-

ally send others polluted data chunks, since doing so will ul-

timately hurt himself/herself and lower the quality of his/her

own video. However, since peer i cannot identify a chunk

as a polluted one until he/she starts decoding and playing that

chunk, it is possible that user i unintentionally forwards a pol-

luted chunk to other peers. In this paper, addressing the above

issue, we include the term C
(j)
p (i, t) in (3) and consider the

potential unintentional forwarding of polluted data chunks.

Given (3), we then define

D(i)(j, t) = Cc(i)(j, t)−Cc(j)(i, t) =
(
Cu(i)(j, t) − C(j)

p (i, t)
)
−

(
Cu(j)

(4)

which is the difference between the number of useful chunks

that peer i has sent to peer j and the number of useful chunks

that peer j uploaded to peer i. Now, similar to the 2-player

cooperation-stimulation strategy in Section ??, we consider

the following strategy: each selfish peer i ∈ Ns limits the

number of chunks that he/she sends to any other peer j such

that by any time t, the total number of useful(unpolluted)

chunks that i has forwarded to j should be no more than

Cu(j)(i, t) − C
(i)
p (j, t) + D

(i)
max(j, t), that is,

D(i)(j, t) ≤ D(i)
max(j, t), ∀t ≥ 0. (5)

Here, D
(i)
max(j, t) is the ”credit line” that user i sets for user j

at time t. The credit line is set for two purposes: 1) to prevent
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U (i)(tf ) =

[
Cs(i)(tf ) − ∑

j∈N C
(i)
p (j, tf )

]
gi − Cu(i)(tf ) M

Wiτ

Cr(i)(tf )
(1)

U (j)
m =

∑
i∈Ns

Cu(i)(j, tf ) M
Wiτ

+
∑

i∈Ns

[
Cr(i)(j, tf ) − Cs(i)(j, tf )

]
Pjigi − Cu(j)(tf ) M

Wjτ

T (j)(tf )
(2)

egoism when favors cannot be simultaneously granted and to

stimulate cooperation between i and j, and 2) to limit the pos-

sible damages that j can cause to i. By letting D
(i)
max(j, t) ≥

0, i agrees to send some extra, but at most D
(i)
max(j, t) chunks

to j without getting instant payback. Meanwhile, unlike act-

ing fully cooperatively, the extra number of chunks that i for-

wards to j is bounded to limit the possible damages when j
plays non-cooperatively or maliciously.

Player i’s goal of setting the credit line is to avoid helping

player j much more than player j helps i in long term’s view,

and vice versa, since neither of i, j has incentive to send more

chunks than the other does. Meanwhile, due to the dynami-

cally changing network conditions, the request rates between

i and j may vary from time to time. In this case, the credit

line has to be large enough since a small credit line will refuse

some requests even when the long-term average request rates

between i and j are equal. The ultimate goal of setting the

credit line is to make sure that player i and j send asymptoti-

cally equal number of unpolluted chunks to each other, and

lim
t→∞Cc(i)(j, t) = lim

t→∞Cc(i)(j, t). (6)

Combining the definition of D
(i)
max(j, t) with (6), D

(i)
max(j, t)

must satisfy

lim
t→∞

D
(i)
max(j, t)
Cr(i)(t)

= 0, (7)

which also implies that arbitrarily increasing credit lines can-

not always increase the number of accepted requests. (7) pro-

vides an asymptotic upper bound for D
(i)
max(j, t). Based on

the above analysis, to stimulate cooperation in the first few

rounds, D
(i)
max(j, t) should be large enough in the first few

cooperating rounds between user i and j. On the other hand,

D
(i)
max(j, t)/[total number of rounds after time t] should be

closed to 0 to prevent decreasing the utility of user i. There-

fore, when choosing D
(i)
max(j, t), user i should first estimate

the number of remaining rounds for the live streaming, and

choose a relatively small number Dtemp. Then compare Dtemp

with the reciprocal of Pij , so that D
(i)
max(j, t) should be larger

than 1/Pij to stimulate the cooperation. A simple solution to

this is to set the credit lines to be reasonably large positive

constants, as in our simulations in Section ??.

3.0.2. Malicious User Detection

Malicious attacks, such as the incomplete chunk attack and

the pollution attack, exhaust other peers’ resources and cause

damages to the P2P live streaming system. Thus, it is of crit-

ical importance to implement a monitoring system to detect

and identify misbehaving users, and a challenging issue is to

differentiate “innocent” misbehavior (due to erroneous and

congested networks) from “intentional” ones (for example,

intentional pollution attacks).

If the credit line is set properly to satisfy (7), the damage

of the pollution attack can be controlled to 0 asymptotically.

Since the pollution attack will not effect honest users’ utility

by the credit line mechanism, in this section, we propose a

malicious user detection algorithm that can differentiate the

incomplete information attack to ensure the attack-resistance

of the P2P live streaming social network.

Pij is the probability of successful transmitting one chunk

within round period τ . Hence when player idecides to send a

chunk to player j, with probability 1 − Pij , this chunk trans-

mission cannot be completed within one round because of

packet dropping or delay caused by high traffic internet. That

is, we use a Bernoulli random process to model the unsuc-

cessful transmission of a chunk due to high traffic internet

connection. Recall that that Cu(j)(i, t) denote the number

of chunks that i has requested from j and j has agreed by

time t, and Cs(i)(j, t) is the number of chunks that peer i suc-

cessfully receives from j in one round. Given the Bernoulli

random process, if user j does not intentionally deploy the in-

complete chunk attack, based on the Central Limit Theorem

[?], for any positive real number x, we can have

lim
Cu(j)(i,t)→∞

Prob

(
Cs(i)(j, t) − Cu(j)(i, t)Pji√

Cu(j)(i, t)Pji(1 − Pji)
≥ −x

)
= Φ(x),

(8)

where Φ(x) = 1√
2π

∫ x

−∞ e−t2/2dt is the Gauss tail func-

tion. If user j does not intentionally sends incomplete chunks,

(8) indicates that when the peer-to-peer live streaming game

keeps going and Cu(j)(i, t) is large enough, then Cs(i)(j, t)−
PjiC

(j)
u (i, t) can be approximated by a Gaussian random vari-

able with zero mean and variance Cu(j)(i, t)Pji(1−Pji), that

is,

Cs(i)(j, t)−Cu(j)(i, t)Pji ∼ N
(
0, Cu(j)(i, t)P ′

ji(1 − Pji)
)

.

(9)

Therefore, based on (9), given a predetermined threshold h >
0, every selfish peer i can identify peer j as a malicious user
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by thresholding Cs(i)(j, t) − Cu(j)(i, t)Pji as follows:

j ∈ N (i)
m (t) if and only if Cs(i)(j, t) − Cu(j)(i, t)Pji ≤ −h

√
Cu(j)(i, t)Pji(1 − Pji),

and j ∈ N (i)
s (t) if and only if Cs(i)(j, t) − Cu(j)(i, t)Pji > −h

√
Cu(j)(i, t)Pji(1 − Pji).(10)

In (10), N
(i)
m (t) is the set of peers that are marked as mali-

cious by peer i at time t, and N
(i)
s (t) is the set of peers that

are marked as selfish by peer i at time t. Based on (10), if the

malicious user is always sending incomplete chunks to other

users, then the probability of correctly identify the malicious

user (Pd) and the probability of falsely accusing a nonmali-

cious user as malicious (Pfa) can be formulate as

Pd = 1 − Φ(h), and Pfa = Φ(h). (11)
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